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LC 4001 Reading Skills Development in English for Graduate Studies
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LC 4002 Integrated English Language Skills Development
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LC 4012 Remedial Integrated English Language Skills Development
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Penetration Testing and Vulnerability Management
1fRYvaLarn1sdvaIY
Digital Forensics and Investigations
Wlgunearuiiuesaonsuansaume
Information Security Policy
MSANUALATEUUANTAULNA
Information Systems Governance
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Cybercrime Law
ngraneduddiannseinduazgsnanava
Electronic Commerce and Digital Business Law
nguneiefunisiuasesteyadiuynnauas A dudu
Data Protection and Privacy Law
mMsdanisenudesdmsumaluladasaunauazanuiuasaonde
GREGIINIG!

Information Security and IT Risk Management

ANSHTIFOUAINLUAIUADANYANTEUNIA
Information Security Auditing

nsEnwLanziFemeNIdan1sAadssAsiunanslawues 1
Selected Topics in Cybersecurity Risk Management 1
m'ﬁﬁﬂmmwwﬁaqmqmﬁmmimmL?imm'mﬁummﬂmua% 2
Selected Topics in Cybersecurity Risk Management 2
mMsnwamzidamImsianseudeseuiuamslaues 3

Selected Topics in Cybersecurity Risk Management 3
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5. A195U89187%1
W 4000 Hugrudwmiududfinfn 3(2-2-5)
ND 4000 Foundations for Graduate Studies

Sriifionmunrinussusing o Wiussansnmauuumensiaunfidedu (SDGs)
wazlitaenndesiuinuzuaresdmnuiiantilinudidey daduinuziane dwou 4 sy fie 1)
fuddvia 2) sunsfunailedan 3) sumsimunamzanuduiin way 6) funsiaund
febu

This course is designed to enhance a range of skills in accordance with the
principles of sustainable development (SDGs) and the core competencies emphasized by the

institution. The course focuses on four key skill sets: 1. Digital Literacy, 2. Glocal Citizenship,

3. Leadership Development, and 4. Sustainable Development.

Ad 4001 ANSWAILINNEEA1TETUN1BINGBEUSUTUANANE 3(3-0-6)
LC 4001 Reading Skills Development in English for Graduate Studies

Siadaasuinun1seuunmLE NTaINMaNEEYIIY SeUsEnauseTinuEns
grufiodulanuddyuaraiivayy msfirrasslen madilageusrasduasinidomosifou
nseunuuiuiiomdeyaiame msirudmasdauazdoyannguam msmanuduiusues
Usslon mamanumnevesidnisazduauannuiun tnglunsiauinvemani dnfnwesd
Tondlunsvinfanssudodfiuyuddn msfndinnsuasnsvinnuiuiuniugluynads

This course is aimed at enhancing English reading skills necessary for reading
texts from a variety of academic disciplines. Emphasis is placed on identifying an argument
(main idea) and supporting details, making inferences, identifying purpose and tone, scanning,
interpreting quotes and graphic information, recognizing discourse organization, and using
context clues to understand terminology and fixed expressions. Through reading practice,
students will engage in a sequence of vocabulary-expanding, critical thinking and

collaboration activities.
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N8 4002 AMTHAINITINEEAIIDINBUUUYIUINS 3(3-0-6)
LC 4002 Integrated English Language Skills Development
FnifidemuazAansaufigatiunmadounsdeusuuysannisineeia 4 e Ao
msils Msum e usarmsdeuddivimsloy
This course is aimed at providing contents and teaching activities that focus on
the integrated skills of listening, speaking, reading and writing with a particular emphasis on

academic writing at the introductory level.

6 4011 ANSYDULEIUNITNAIUITINYSNITINUNIIBINGWEIUSUUUNARNE 3(3-0-6)
LC 4011 Remedial Reading Skills Development in English for
Graduate Studies
Jiliunsfininuuaznagnsniseuamdinguiddivnaiunfues deuiasy

NAYENINANIFINTUTNANBIA TIUNNT DILUNT5LS8UTV A 4001 AISWAIUINBENITD U

1%
v =

awsnqudmiusadinfng el thAnwagldsunsiinduludnunsamsyanaunniy

The course is intended to provide additional practices in the reading skills and
strategies covered in LC 4001 Reading Skills Development in English for Graduate Studies.
Students receive individualized attention to enhance their reading skills for academic

purposes.

N8 4012 NSYRUETUNMTHAIUIINYLNTBIDINOBUUUYTUINTT 3(3-0-6)
LC 4012 Remedial Integrated English Language Skills Development

Jniunsiinvinuenisite MIYA N5 warn s deuiinfiuiasdouasuinye
Fanandmsuindnui diunnsedunisifeuivn aa 4002 nMsWmuIRYEA I SINgELUY
ysuIn1s W eUsuUgsmmaunsalunsldaividanguiil onnsd eanseaenisaounasilnly
ANYULIANIZYAAR

This course is intended to provide additional practice in the four skills—
listening, speaking, reading and writing strategies covered in LC 4002 Integrated English
Language Skills Development. Students receive individualized attention to enhance their

communication skills in English.
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AU 4001 szuunguaneuasiiidsaniuaIauazluiues 3(3-0-6)
CRM 4001 Legal Systems and Methods for Digital and Cyber Contexts

FEUUNYVUELALUNEINUIVINY MUY TATSUAZNITARIUNY VLY tATIasIerauay

'
a (% aa v v

NTLUIUNITYATITU NANNHMUIBUNI-NIYINN 8N UTINTTUATI D NaNNUuUIEDIYIT A BITY

9

v

weluladansaune wéngiufdvauazaislgnisfuses uninguuneneufinges nqvuneauiuag
Uaenstloiued uazngruneduasesdeyadiuyana a3essmimdndungmneuas ausiunasade
lorues

Legal systems and sources of law, legal methodology and statutory interpretation,
court structures and justice processes, basic civil and commercial law for digital transactions,
criminal law related to information technology, digital evidence and chain of custody, introduction
to computer law, cybersecurity law, and data protection law, professional ethics in law and

cybersecurity

fuw 4002 MsUfURNsAuAnusiunsaendeluue fuazaudufiRns 3(2-2-5)
CRM 4002 Cybersecurity Operations and SOC

pivieiAeananilewes wuaAansufvanisiuanuiuasiasadsloues unumuaz
anndnenssuguduFoRnmssuausiuasUaendsleiues (SO0) szuutuiinmgnisaiaznisdnnistiudin

m'ﬂ%’muﬁugmmmazw SIEM WufAnazunuImYae EDR wag XDR ’Nﬂiﬂ’]imaﬂﬁ‘u@ﬂG]IEJLMGlﬂ’]‘iﬂjﬁ’]u

1%
Y]

Ausiuaslaendeleiues nsinsisivsnsalantuiinuasnanguAdviallasiy ¥ansesdennaiuly

¥
va A

Was N50U MITRE ATT&CK LLUDﬁ@ﬁju;ﬁs’Mﬂ’ﬁd’]ﬁﬂﬂﬂﬂ’m an3uduaznTinausnlud@i ugiuile
atfuayumsuiiRnssnuauiunasadeluues

Cyber threat landscape, cybersecurity operations concepts, security operations
center roles and architecture, logging and log management, basic use of SIEM platforms, EDR and
XDR concepts, cybersecurity incident response lifecycle, basic incident analysis using logs and digital
artifacts, cyber threat intellicence fundamentals, MITRE ATT&CK framework, basic threat hunting

concepts, basic scripting and security automation for security operations

¢fid% 4003 mmé’qnqvﬁ"m%’um'ﬁﬂm’a’m’mLﬁﬂﬁﬂ’;'}ﬂf‘lAﬂWl'N‘l%LUﬁ% 3(3-0-6)
CRM 4003 English for Cybersecurity Risk Management
Adnt Tassadiavestsslon nmssruunanunuidouaziisluaandiioades nadeu
Usgloa msansulszlen madeudeniuiluguuuugonti mawauazmsilintndsnguluindeiifeites
Vocabularies, sentence structures, reading research articles and textbooks in related
areas, writing sentences, reducing sentences, writing paragraphs, speaking and listening in English

on related topics
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AU 6001  MUIMISAMNSIUAIUaRRSBENTEUWA 3(3-0-6)
CRM 6001 Information Security Management
LIRALaZNaNNISUSIMsALTuRIUaenSea sauLne UINTFIULATNTOUNITUIMITAIY
sfupsUaenfuansaume 1w 1ISO/IEC 27001:2022, NIST Cybersecurity Framework, CIS Controls, 81015§71U

a 4

szuuUImsdnnstyauseiiug ISO/IEC 42001 mseenuuukarUImslasansiuausiunmasnsisle
wesvesesdns, lassainsnsiivguatazunuimihisnuanusiuaslaendeloiues msdpsinlouiouay
wmsMsmUANTUANiuAsaendsasauma nMsudsyaansuar Sausssueuiunsaonsisleues,
nsudmsarsiuasaendovesdlviuinmsuargdn, M ausransamiasiadiaamudssiueusiung
Uapndylaiues, miLs'?j'amimmsu’%m5mmﬁ’umﬂaamﬁamsammﬁumiﬁﬂﬁ"ug]LLasz‘U‘Uﬁ% TalAYSEUUT

a 1

TtlqaUseivg

Concepts and principles of information security management, information security
management standards and frameworks such as ISO/IEC 27001:2022, NIST Cybersecurity Framework
and CIS Controls, Al management system standard ISO/IEC 42001, organizational cybersecurity
strategy and program management, security governance structures and roles, development of
security policies and controls, human factors and security culture, third-party and supplier security

management, security performance and risk metrics, linkage between information security

management, digital governance and Al-enabled systems
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CRM 6002 Information Security Risk Analysis
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Risk management concepts and principles, risk management frameworks based on I1SO
31000 and ISO/IEC 27005, identification of digital assets threats vulnerabilities and impacts, analysis
and evaluation of information security risks, use of risk criteria and risk appetite, risk scenario analysis
such as ransomware and data breach, quantitative and semi-quantitative approaches to risk

assessment, development of risk registers and linkage to business impacts, use of vulnerability scoring

frameworks such as CVSS and EPSS in risk analysis
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CRM 6003 Cybersecurity Law
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National cybersecurity legal framework, relationship between cybersecurity law
computer crime law telecommunications law and other related legislation, roles and powers of
cybersecurity regulators, legal requirements for critical information infrastructure, duties of service
providers and system controllers, legal aspects of cybersecurity incident management, incident
reporting and notification, international legal and policy frameworks related to cybersecurity, rights

and freedoms considerations in cybersecurity enforcement
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CRM 7001 Computer and Network Security
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Principles of computer and network security, network architecture and segmentation,
firewalls and intrusion prevention systems, intrusion detection and prevention, secure network
protocols and secure communications, VPN technologies and secure remote access, Zero Trust
architecture and SASE concepts, wireless network security, endpoint and server hardening, EDR/XDR
solutions and behavioral analytics, network monitoring and assurance, network vulnerability

management
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CRM 7002 Cloud and Cloud-Native Security
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Cloud service models and architectures, shared responsibility model for cloud security,
cloud identity and access management, secure cloud architecture design for enterprises, cloud data
protection and encryption, privacy and cross-border data transfer in cloud environments, container
and Kubernetes security, infrastructure as code security, cloud security tools such as CSPM CWPP
and CIEM, DevSecOps and security in CI/CD pipelines, cloud monitoring and incident response, Al/ML-

based security capabilities in cloud platforms

aue 7003 Ugysyruszhugrugedmiunisuiinisainudunsuaandiele 3(2-2-5)

9

was
CRM 7003 Advanced Al for Cybersecurity Operations
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Advanced concepts of artificial intelligence and its applications in cybersecurity,
including Al/ML foundations for log analytics and anomaly detection, Al governance frameworks and
standards such as NIST Al RMF and ISO/IEC 42001, leveraging large language models (LLMs) to support
log analysis, alert triage, incident analysis and cyber threat intellisence, cyber threat intellicence
landscape and intelligence lifecycle with open-source, commercial and collaborative threat
intelligence sources, Al-assisted threat intelligence collection, enrichment and analysis, MITRE
ATT&CK framework and mapping logs and incidents to attack techniques, Al-enhanced detection
engineering and hypothesis-driven threat hunting methodologies, design of threat hunting use cases,
indicators and playbooks, concepts and architectures of security automation and SOAR platforms,
design of semi-automated and fully automated incident response workflows and playbooks, scripting
and APl integration across SIEM, EDR/XDR, threat intelligence feeds and SOAR for security automation,
risks and attacks against Al systems in cybersecurity such as adversarial machine learning, data
poisoning, model theft and prompt injection, secure practices and governance frameworks for using
Al'in SOC operations and managing Al-related cyber risks, case studies and hands-on projects on Al-

enabled threat hunting and security automation workflows

du% 7004  ANSNAFBUNISIANZITUULAZNISIANTSUDILNAT 3(2-2-5)
CRM 7004 Penetration Testing and Vulnerability Management
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Penetration testing principles and methodologies, scope definition and rules of
engagement, network scanning and reconnaissance techniques, network service and web
application security testing, OWASP Top Ten and APl security, tools for penetration testing,
vulnerability analysis and prioritization, vulnerability management lifecycle (scan assess remediate
verify), integration of penetration testing and vulnerability findings into DevSecOps and CI/CD
pipelines, Red Team Blue Team and Purple Team concepts, ethics and legal frameworks of

penetration testing



-29 -

du% 7005  UARINARAZNITAUAIU 3(3-0-6)
CRM 7005 Digital Forensics and Investigations
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Principles and processes of digital forensics, preservation and analysis of digital
evidence, operating system and file system forensics, network and log forensics, mobile device and
application forensics, cloud and virtual environment forensics, basic memory and malware analysis,
cybersecurity incident response frameworks, use of cyber threat intelligence in investigations,

advanced threat hunting using logs and endpoints, automation and scripting in digital forensics,

digital forensic reporting for legal proceedings, ethics and legal issues in digital forensics
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CRM 7006 Information Security Policy
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Roles and importance of information security policy, structure and hierarchy of
security documentation, design of policies standards guidelines and procedures, defining policy
scope and objectives, policies for cloud systems and remote work, BYOD and personal device
policies, account and password management policies, incident management and notification
policies, data protection and privacy policies, secure software development and DevSecOps
policies, policy communication training and security culture, policy review and updates according

to changing laws and standards
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CRM 7007 Information Systems Governance
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Concepts and principles of IT governance, governance frameworks such as COBIT and
ITIL, roles of boards and senior executives in technology and cybersecurity oversight, alisnment of
digital strategy with organizational objectives, data and information systems governance structures
and processes, governance of digital and IT projects, management of vendors and outsourced
services, integration of cybersecurity governance with enterprise risk management, evaluation of

investments in technology and security, linkage with ESG and sustainability frameworks, sovernance

metrics for information systems and cybersecurity
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CRM 7008 Cybercrime Law
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Legal framework for computer-related offenses, types of cyber-dependent and cyber-
enabled crimes, system and data attacks unauthorized access and data interference, online crimes
such as fraud phishing and ransomware, money laundering and use of cryptocurrencies in
cybercrime, legal procedures for investigation and digital evidence collection, roles of law
enforcement and regulatory agencies, international conventions and cooperation on cybercrime,

privacy and civil liberties issues in cybercrime enforcement
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CRM 7009 Electronic Commerce and Digital Business Law
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Legal framework for electronic transactions, electronic contracts and online
transactions, electronic signatures and trust services, liability of intermediaries and digital platform
operators, online consumer protection, digital advertising and marketing practices, electronic
payments and digital financial services, customer due diligence and anti-money laundering

measures, cross-border e-commerce and relevant regulations, e-commerce disputes and dispute

resolution mechanisms, interaction with data protection and privacy laws
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CRM 7010 Data Protection and Privacy Law
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Fundamental principles of personal data protection, national personal data protection
legal framework, legal bases for processing personal data, data subject rights and duties of controllers
and processors, records of processing activities and data protection impact assessment, personal data
breach notification, cross-border data transfers, sector-specific data protection requirements,
comparison with international frameworks such as GDPR, privacy by design and by default, role of

data protection officers, integration of data protection law into risk management and data governance
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CRM 7011 Information Security and IT Risk Management
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IT and information security risk management frameworks, integration of IT and
cybersecurity risk management with enterprise risk management, scenario-based and stress-testing
approaches to cyber risk, cyber risk in supply chains and third-party relationships, cyber risk indicators
and performance metrics, risk dashboards and reporting to executives and boards, design and
tracking of risk treatment plans, consideration of cyber insurance, linkage between cyber risk

management and organizational cyber resilience
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CRM 7012 Information Security Auditing
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Principles and concepts of information security auditing, role of auditing in information
security management systems, planning and conducting audits in accordance with ISO/IEC
27001:2022 and related standards, assessment of design and effectiveness of cybersecurity controls,
security maturity and readiness assessments, use of data analytics tools in security auditing,
continuous control monitoring concepts, audit reporting and follow-up of corrective actions,
coordination among audit risk management and cybersecurity functions, ethics and professional

standards in IT and security auditing
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Selected Topics in Cybersecurity Risk Management 1
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Selected research topics in Cybersecurity Risk Management

ANSANERNILETDININITIANITAMULTLIAMULUAMNISbBLUBS 2
Selected Topics in Cybersecurity Risk Management 2
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Selected research topics in Cybersecurity Risk Management

ANSANYRNILETDINIINITIANITAULTLIANLUAMNIbLUBST 3
Selected Topics in Cybersecurity Risk Management 3
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Selected research topics in Cybersecurity Risk Management
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Identification of research problems and topics in cybersecurity risk management, literature

review in cybersecurity cyber risk and related laws, selection of appropriate research approaches and

methodologies, design and collection of quantitative or qualitative data, application of data analysis

tools and techniques, interpretation of findings and linkage to theory and practice, preparation of

academic independent study reports, presentation of research results in cybersecurity risk management,

research ethics and data protection in research
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CRM 9004  Thesis
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Formulation of research problems and questions in cybersecurity risk
management, systematic literature review and synthesis, development of conceptual frameworks
and research hypotheses, selection and application of advanced research methodologies,
collection and analysis of in-depth data, development of models tools or innovations in
cybersecurity and risk management, discussion of results and policy or practical implications,
thesis writing in accordance with academic standards, dissemination of research outputs, research

ethics data protection and proper citation practices
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2. 919158UsEIMENg

7r]

ALAUINIIVING/

¥o - @na

a

AMQAIGNER/61913%7

o Ao & =
dgn1uUnaLIaINITANYY/

U w.a. Ndu53n15AnE"

WAL U UNg

=
auUU

Ph.D. (Information Systems)
M.S. (Information Systems)
V5.4, (N1FIANTT)

M. GNYINSABURNHDS)

2A.U. (FadsEnu)

University of Maryland (UMBQ),
US.A. (p.A. 2008)

University of Maryland (UMBQ),
U.S.A. (A.A. 2002)
UNINGIABLNYATANENT (W.A. 2541)
PHIBINITAUNTINGIFE (WA, 2536)

UNINYNFUNERTAANT (W.A. 2530)
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AU ¥Ing/ AMIAIFIGN/E1U13Y1 aafuiduiamsine/
%o - dna U w.a. fidnFan1sfnen
sA.n5.1lou Ph.D. (Computer Science Virginia Polytechnic Institute and
FATla and Applications) State University, U.S.A. (A.f. 2001)

M.S. (Computer Science)

8.0, (Genssulnin)

(WNesAtaudUAUADY)

Syracuse University, U.S.A.
(A.A. 1997)

UNINYNFUNEATAANT (W.A. 2536)

HA.AT.SENT WanIneg

Sc.D. (Computer Science)
M.B.A (Computer Information
System)

WUy (@dfuszynd)

MU, (ABUALABS)

University of Massachusetts Lowell,
US.A. (n.A. 2003)

New Hampshire College, U.S.A.
(A.fA1. 1996)
anulgnNaIUUIIN SAEn S

(W.f. 2534)

UWINYIAYTIUATILIAT (W.A. 2532)

[T

5A.AT.ZAAY

o

A3UITIAUNG

Ph.D. (Electrical
Engineering and
Information Systems)
M.E. (Electronic
Engineering)

.U, BAINTIUABURIADS)

The University of Tokyo, Japan.
(A.A. 2011)

The University of Tokyo, Japan.
(A.A. 2008)

PIANTAUUVING T (W.A. 2548)

NAL.AS.5UNE

gAuSIUG

Ph.D. (Computer Science)

M.S. (Computer Science)

M.UANYINITADURUNDS)

.U, (AFINTTURAAINNIS)

University of Southern California,
U.S.A. (A.A. 2012)

University of Southern California,
U.S.A. (A.A. 2003)
UMINI[BUTANS (W.A. 2543)

PIANTAUUINGIFY (W.A. 2540)

IA.NT.GINIA

LD TAIUNLIAA

Ph.D. (Computer Science)

M.S. (Information and
Computer Science)
AAINTIUANGATUUDIR

Gennssuladn)

Southern Methodist University,
U.S.A. (A.A. 1991)
Georgia Institute of Technology,
U.S.A. (A.A. 1982)

PHIINTAUMINEFY (WA, 2521)
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AWNUINI9IYINTG/

¥ - dna

a

AMIAIFIGN/E1U13Y1

o A o < =
A01UUNALIINTANYY/

U w.a. Adusan1sAne

sA.A5.UUNg

Ph.D. (Electrical and Computer

Georgia Institute of Technology,

ﬁlj’JLﬁﬁiy Engineering) U.S.A. (A.A. 2004)
M.S. (Electrical and Computer Georgia Institute of Technology,
Engineering) U.S.A. (A.A. 2001)
B.S. (Computer and Systems Rensselaer Polytechnic Institute,
Engineering) U.S.A. (A.A. 1995)
WALAT.ELNN Ph.D. (Computer Science) Ilinois Institute of Technology,
BN U.S.A. (A.A. 2008)

M.S. (Computer Science)

Us.4.

27.U. AFNITUABUNILMDS)

Towson University, U.S.A. (A.A.
2002)
PRIANTUUMINGNSY (.. 2536)

PRIANTUUMINGSY (.. 2531)

o 4

NALAT.LONTS S5

3 o3 o

Ph.D. (Electrical Engineering and
Computer Science)

WM. (naluladansaund)

aoUnenssuaansUugin

National Chiao Tung University
(NCTU), Taiwan. (A.A. 2016)
INMINeSumAlulagnszaouna
SUYS (W.A. 2546)

PRIANTUUNTINGSY (WA, 2542)

8.75.5UVRE

qudUnge

wm.a. (naluladansaumnaniegsna)
M. (MALULlATESAUNANINIS
IANT)

27U, (Arnssulesn)

PIANTUUNTIMETY (W.61.2553)

PIANTAUUNTING IR (W.7.2546)

PRNANTUUNTINGSE (WA, 2542)

NALAT. DATUUN

NAFSTIIRIY

U5.9. Armnssuamansuaznalulad)
(MENGATUIWINR)

Ph.D. (Knowledge Science)

A3, (AFINITUNENNNT)

. Wlpsialiuaz Tannedues)

aonvuwalulaguuvnfaIuss,
UIMINYIRUTITUAERS (W.A. 2561)
Japan Advanced Institute of Science
and Technology, Japan (A./1.2016)
JRINNTUUINGTE (W.A.2553)

MINgIFeAaUINg (W.A.2551)

SA.05.815501

NagIIN

LRt}

Docteur en Droit
(Droit Public)
URFERTUIULD
(N WINLYNUL)

UAAERSUUTR

Université Aix-Marseille lll, France
(P.A.2011)

LNINYRYTITUFNENS (W.F.2541)

UMY RUFTIUAERS (W.F.2532)
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Master of Law (Innovation,
Technology, and the Law)
dAmansuiUugin
(huanee18))

HAMERSUMTIN

AU ¥Ing/ AMIAIFIGN/E1U13Y1 anduiidnsanisney/
= = o & =
¥ - dNa U W.A. NEIINITANEN
2.05.855y5M 2 Ayad Ph.D. in Law The University of Strathclyde, UK

(A.A.2018)
The University of Edinburgh, UK
(P.A.2013)

ﬁ!W"IﬁQﬂiﬂjﬂJﬁ’ﬁ%EﬂﬁﬁJ (W.F1.2552)

PANINUINGNS (1.61.2548)

NEALAT.SUNLNNW

WBesUsEans

Ph.D. in Law (Criminal

Law and Criminal Justice)
Master of Laws (Intellectual
Property Law)
UAransumUIn
(NMUBBIYILAZNTEUIUNTT
YATITUNIDIYN)

]

ARAANTUUNR

University of Aberdeen, United
Kingdom (A.. 2018)
Queen Mary University, United
Kingdom (A.f1. 2008)

PRIANTUUNTINGSY (WA, 2549)

LUMINYNFUTITUFANS (W.A. 2543)

NA.AS.5VR ¥IAIUAN

Ph.D. in Law (Law)

Master of Law (European Master
in Law and Economics (EMLE))
UaransumUndin

(NN sEnINUseine)

AAAEASU NS

University of Washington, U.S.A.
(A.F. 2016)
University of Hamburg, Germany
(A.A. 2010)

UMINYNFUTIIUAARNS (WA, 2551)

LUUINYIDUTIIUAEAS (W.A. 2545)

SA.A5.050uN

§55UNNTUUN

Ph.D. (Industrial Management)

M.S. (Business)

an.u. (a0h)

Clemson University, U.S.A. (A.A.
2001)

Virginia Commonwealth University,
U.S.A. (A.A. 1997)

THIINTUUMINEFY (W.A1. 2535)

3. AInensneuen (013)

MAUANENEININNNTENFRUT BT TIUADS
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4. ANENTIUNTHAIUVANGAS

ArdenuzadAusrend aoiuiuavauusviIsaans 91 14/2568 1399 N5LAIAT

ANENITUNTHMLIMENgATINeIMmansumUndin a1v13vnisdanisanudgsrnuduamisleues

aNgAIUTUUTS WA, 2569 (Adanutonansuy)

5. AMZNTTUNITUIUISUANE AT

10)

11)

12)

13)

14)

15)

16)

ANURREARRUTEYNA (819138 AT.AIN A luum)

]

T9IAUUARNEIYINT (HHemans19158 TR sundaIss)

TRIAMURHNEUNULAZITAL (§Y38anT1a158 A3.35m1 fuaes)

v Y

T9IAUUARNEUITIT (§YI8mMans1a158 aslensy Sgninyatl)
He1IENIVANgRTUTYIN avivatausyend

(Y99ANENT19158 AT.01UUY ANAITIVEY))

e

NWIENVaNansUIanln a1wInnTinseiveya
(

ey

NEA1ENI19158 A9.1ON5T S§NaNd)

ey

(793185197159 AT.UTUNE Aa3eY)

eX2p

NwENsvangasUsyanin awninuimsmaluladansaume

(H¥8f1ans19158 A9.U571ung Founu)

ey

ey

NuwnsvanansUIyy v avdnladainddvnsesy

(HYANENTINTE AT OATUUN NIATTIIRI)

eXp

e

NWIENSUANgRTUIUIN 819139 INSIANTTIATIENY

(Heemans1anse as.suvnd grsunge)

ey

ey

NUILNSEnansUIyy v a1v3vinginisaeuiinesy

(

eXe

EANEATINTE 79.5U1F dAUSIUE)

e

NWILNIUANgRTUT RN @1U1IYINEINTABUILAD T

(599F@MS19158 A5.UTUUN 5ITUINTUUN)

o &

MWINIUANFATUT Y eN avIvEDAUTTYNA

9

A
(Hermans1nsed as.Usy In3555U54)
HE1IENTVENGATUTYYLEN a1INTIATIENTBYA
(509FNANTINNTY ATATNG WIAY3)
HE1IENTVANEATUTYYEN a1vIvladafnddaniey
(599AN@N319138) AT.NIYIUNT B5UNA)
%’manmiﬁéﬁmSﬂwswé’ﬂqmi%uﬂ%igﬁyﬂiw nAfLAY

({98MansIAnTe SMINA - 5UINAITTN)

NWIENSUANgRTUTUIIN a19139INNSIANTSATILEEIANTIA

UIEs1UAENTTUNNT

A3TUNT

AIIUNTT

AIIUNTT

N3IIUNTT

AIIUNTT

N3IIUNTT

A3IUNTT

N3IIUNTT

A3IUNTT

N3IIUNTT

A3IUNTT

NFIUNTT

NFIUNTT

A3IUNTT

NITUNTILASLAVIUNTT
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6. AeatluayunisseuindrAyvemangns

U [

wangnsidsaivayunisiseuiiaseunquiesiuningnsansauna §1udeyaivinis

Y

'
aa v =]

WNTFINEING MHIHe 61971 FaNdwIs WosUJURNIT gUNTRLANIENIY LALANINLIAGOUATYIA Lil
atfuayunsifounisaou MIde MsEnUfUR uaznsiauinuginIndiunisd anisaanudes
musiunsaonsdeluues
6.1 grudayasnuidsuazgrudoyadidnnsaing

UnAnwaiunsalduinisgiudeyanuideuazgiudeyadidnnsetind 1y e-Books, e-
Journals, e-Theses way e-Newspapers 7ilu3n1slaed1inussaaisniswauivesan it lag
ansnsodudueaulatinuiuledlfesarain nind uanddddfinieluasmeueneietiees
andusy WiFi, VPN si50nsaann Proxy
sudeyadidnnseiindiiatfuayumsiounisaeunas msisevemdngns loun

e ACM Digital Library

o |EEE Xplore

e Wiley e-Journals

e ScienceDirect

e SpringerlLink

e Engineering Source (EBSCO)

e Cambridge Core

e Open Access Theses and Dissertations (OATD)

e E-Theses Online Service (EThOS)

e Thai Digital Collection (TDC)

e Thai Journals Online (ThaiJo)

uennil aflgruteyadmiunsaeumsdisdamanunisivns Tiun

1. Web of Science d1v15uUn$1988UN1591989HAUIYINTIEAVUIUIYIR

2. Thai-Journal Citation Index Centre (TCl) @1%SUAUAU AF1980U harUsesdu

=

AMANNNANIUIVINITHALINTATINY 5IuT900YaN158719849 A1 TCl Impact Factors kagtaya
Aendesiunuamuainiidelne
6.2 nlaFa A1 AINTFIU UASUNAUTIUINISIVIIN
E‘fﬂﬁﬂUiiﬂJﬁ’]iﬂ’]iﬁ(ﬁuuﬂﬁU?ﬂ’li%%ﬂﬂﬂﬂiﬁ’]iﬁumﬂﬂgﬁuzﬂLLUUﬁIGﬁQJWLLaS
didnnsednd 1éun wilsde 31 s wisdefunt uagdolaniauian lnedaifunuszuuvoayn
35an18131U (Library of Congress Classification: LC) 53uf9g1u9@ua e-Books L3u

e  ProQuest eBook

e Gale eBook
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University Press Collection (EBSCO)
EBSCO eBooks

Directory of Open Access Books (DOAB)

YoNINNTIAaLazA1TIBIENNTatNA LA d1TnuUTTaIEITNITHRILIS T sd oA

a a

ssratuiinieg deiliomnTaulssana saudanne dresayndsnAduwnaisiusiunisde 61

Weinus warasinusiinettesiundnans iWeatduayunsruaitinaindny

dmsunangmsaunmsianisaudsaauduamialyues vanaasialidninensianiznieiy

WINTFIU NTBUNTYINIU bagntld@edInndn Al

1) MINTFIULAZNTOUNTINNUITUAMULLAUAAfgaSaUNALAzANMEB gLl US

o v L3

ISO/IEC 27000 — AW IukaeAAivesssuLUSmsauiunsaondoansaume
ISO/IEC 27001 — Forvuadmiussuuuimsanuiuaslasnsoaisaung w3
ISMS

ISO/IEC 27002 — LLm‘Uﬁﬁ’aLLazmmiﬂ’ﬁmu@u@f’mmmﬁumﬂaamﬁamiaumﬂ
ISO/IEC 27005 — wwamnensuimsannandssdnuausiunsaondoansaume
ISO/IEC 27017 — wunUFuAFumsiuasasnsodmiuuinisnans

ISO/IEC 27018 — WU URMUNNSANATOIURLAAINUAARUUARTINANSI 0
ISO/IEC 27701 — s¥UUUIMIInNsdayadiuynnatarAu g

ISO/IEC 42001:2023 — szuuu3msdnnstyanusshivg wse Artificial Intelligence
Management System: AIMS

NIST Cybersecurity Framework (CSF) 2.0

NIST SP 800-53 Security and Privacy Controls

NIST SP 800-61 Computer Security Incident Handling Guide

NIST SP 800-218 Secure Software Development Framework (SSDF)

CIS Controls

COBIT

[TIL

MITRE ATT&CK Framework

OWASP Top 10 uag OWASP Application Security Verification Standard (ASVS)

ISO 52U31 ISO/IEC 27001 t{JuansgIundnizanunsvialsdmsussuuuinsnudung

Uaensvansauna uazumsgiulunsena ISO/IEC 27000 atuayuwuiuifsuauduatUasndey

a15aumna N1sANATITBYA WAz cyber resilience (ISO) d@u ISO/IEC 42001:2023 vJusmsgnu

dmsun1sdnne ailunis $nw wazuSulgessuuuImsIansdaauseivinnelussdnsegie

faLiad (1ISO) wananil NIST CSF 2.0 1JuUNToULUIMIEINTU9ANSIUNISUSINTAMULE 8 9s U le


https://www.iso.org/standard/iso-iec-27000-family?utm_source=chatgpt.com
https://www.iso.org/standard/42001?utm_source=chatgpt.com
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Wwes (csrc.nist.gov) wag NIST SP 800-218 wia SSDF liuurufuRsunswamsenduifosaiunas
Uaandunaan9as SDLC (csrenist.gov)
2) wiladouazaiianu Certification fAeadiag
e CISSP: Certified Information Systems Security Professional
e CISM: Certified Information Security Manager
e CISA: Certified Information Systems Auditor
e CRISC: Certified in Risk and Information Systems Control
e CCSP: Certified Cloud Security Professional
e Security+
o CySA+
e PenTest+
e CEH: Certified Ethical Hacker
e |ISO/IEC 27001 Lead Implementer
e |SO/IEC 27001 Lead Auditor
e AWS Certified Security — Specialty
e Microsoft Security, Compliance, and Identity Certifications
e Cisco CCNA / CyberOps Associate
wifsdouazgiiedinantvaivayulitndnuidenlosruiiddvinsiuaunsgiu
ATwana waswsenmundeNdmsunsinusiduasnuauiuasasaselaues Mg
ATIUEEY NSATIRADUTTUUATAUNA LarsTsiniunamelulad
6.3 Wsunsumauiamasiazganansatiuayunisiseu;

Y aa [

dinwalulagfdviauaransauna uazlasenisaudaeuiunesauzaiiuseynd Jam
uazfndsrenlsuisluiesounasioslfoinsaeufiages eatuayunsFeunisaou Ml
MseTgideya MInTvdeuANe TN uarnsAndfuRdumeluladans auma lned
oW iuguuazeeNsu Satuayy fall

e Turnitin #WEURTINABUAINLG1BIUNATIN ININUS uaEHANLATINTTERY

UIUIYF

o,

a o (% IS

o BNVIIGNE dMSunTIEUANUMTRUYRINeNTNUSHANAIIWIMINITA W INg
e Microsoft Windows

e Microsoft 365

e Amazon Web Services (AWS) Cloud

e IBM SPSS

e R, Python uagaendwisiasning s


https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-csf-20/final?utm_source=chatgpt.com
https://csrc.nist.gov/pubs/sp/800/218/final?utm_source=chatgpt.com
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+ NIDA UApp
e EndNote
e G*Power
e MS SQL Server
¢ MATLAB
e Tableau Desktop
e Unity Pro Subscription
e SolidWorks ED
e ZBrush
o WONALITOINLUUAINAR
Lﬁﬂﬁaamé’mﬁuué’ﬂqmﬁ’mmﬁ@mimmLﬁaaﬂawuﬁuﬂamwl%Lua§ 1159017
gondus n3osdlo uazunannasLaNIEeiIy Cybersecurity L9y
1) szuuufjuinisuazannuindaudmiunsinuun
e Kali Linux
e Ubuntu Linux
e Windows Server
e Docker
e VirtualBox
e VMware Workstation / VMware Player
e Cloud-based Cyber Range %3® Virtual Lab Environment
2) \w3aeiiadu Network Security ka® Vulnerability Assessment
o Nmap
e Wireshark
e OpenVAS / Greenbone Community Edition

e Nessus Essentials

e Netcat
e Masscan
e Nikto

3) \A3aeiiad1u Penetration Testing as Web Application Security
e Metasploit Framework
e Burp Suite Community / Professional
o OWASP ZAP
e SQLmap
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Hydra

John the Ripper

Hashcat

4) 1n3044aA1U Digital Forensics waz Incident Response

Autopsy

FTK Imager

Volatility Framework
Sleuth Kit

Plaso / Log2Timeline
YARA

CyberChef

5) w3asdinfu Security Monitoring, SIEM W& Threat Detection

Wazuh

Security Onion

Elastic Stack

Splunk Free / Academic License
Zeek

Suricata

Snort

6) \w3aeiiof1u Secure Software Development ka2 DevSecOps

Git / GitHub / GitLab
SonarQube

OWASP Dependency-Check
Semgrep

Bandit

Trivy

Snyk

Docker Bench for Security

GitHub Actions %38 GitLab CI/CD d@usullnuun@n DevSecOps

waduIsmaliglidnAnularnuoRasdumunsussiiudedvnd mmaaaunis

Y] v @

WEIEUY MTIeTeTnnsalauiuanasniy n1snsafigatne unanguATvia nsuhse ety

ANANY waENITRRILIgENARISaE 1T uAIUABASY
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o/

anfunazang ANl URnTAouN 1N oSN oULATRIABN IR ANTIOULFILAL

dedganuazaneumaluladansaune ieatuayunsiseun1Taou N1IANAT LagN13ITY

lneiivieslfufnisneuiiinesnliuinig fall

WealfuRn1smeuiimesvesanItu lnvdrdninalulagfdviawasansaune o 4u 9

WAz 10 91ANTAYINUTUIIVAINT IUIUNTT 130 1ATES

I3

Vol uRnsmeuiaweivatany lnslasanisaudaeuiinosansadfuszynd o

9

TU 4 BIATALIWUTUIIVNUNT kaedU 12 91ATUITUNTITTY TIUATRIRENTILADST

aussourgeUszann 130 1A3ed

1onNd §98laUnSalNIENNTILATUAUUNNTSEUNTAOULALNNTIFY LAKA

9 9

a

TasutsAuIng

3

a

LASBELDUDTY
= A € aa
LASDINUNAUTIR
Raspberry Pi 4
NARIIUNNAILIRA
gunsalLIumaINATYY
LIURDIDSYY

YngUnsaiviosUfURnIs Internet of Things wuu Android

Weaduayun1siTeus AU Cybersecurity kag loT Security AsiitutANaUnsaluay

ANINLIAABULRNIENI LYU

yngunsal loT Security Lab

gUNInlAIRYIE LU Router, Switch, Firewall wag Access Point
gunsaldmsuRln Network Segmentation wag Firewall Policy
gunsaldmsuRnszuuUfURnTs Linux wag Windows Server

5¥UU Virtual Lab d@uiuiln Penetration Testing wag Incident Response
5%UU Cyber Range %30 Capture the Flag (CTF) Platform

LATDILNTIUEINTUTNAITEUU SOC, SIEM Way Digital Forensics Lab

6.5 Seaiuayudy 9 NYeduasunIsiseuivemangns

angasiasaiuayuauy o ielaiuasisuszaunisalnisiseusideujuanasnisimun

PINWEIVITNVILNAN Y LAWA

Vel UAnsiamgnisinueudupsUasnsalaues
WosUfjURnsn1ene Cisco Certified Network Associate

WosUURNsRNIEN1esEUUULURNIS i0S
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e Campus-wide Internet Access via WiFi
e Virtual Private Networks (VPN)
e 53UV Cloud Lab @wsuflnldeu AWS, Azure %39 Google Cloud
o S2UURNUUR Capture the Flag (CTF)
. %UUﬁWaaﬂmﬁlmsiﬁ Cyber Incident Response
o s3UUHNUURAAIU Secure Software Development wag DevSecOps
o unanieouseaulaueu Cybersecurity W1 OWASP, NIST, MITRE ATT&CK, CIS
Benchmarks wag Cybersecurity & Infrastructure Security Agency (CISA)
o AaNFUBUTWAIUHURANS dunun LLazfﬂi‘USiEﬂHﬁLﬂiﬁIﬂﬂﬂgL%ﬂﬂsﬁﬁmﬂﬁﬂﬂﬁﬂ%ﬁ
AIALDNTYU UAZUIBIITITN
o myadvayuliln@nwdisiuniswysdu CTF, Cybersecurity Hackathon, Security
Workshop warAanssuinIndiiedes
Avarfuayusananteliindnuanunsaiamneiug vinws wazaussougiisuduiens
¥euase sludunisusmsaudssleiues miﬁﬂﬁ’uq}LLammﬁumﬂaamﬁamiaumm n13
Uﬁﬁ’amsé’mmmﬁumﬂaa@ﬁﬂ%L‘U@% N1IMITIVADUTSUVAITAUNA NITNAFDUNITLAIEIEUU N3

AATIMMRNITAL wazn1sHRIUIaNAwIsoEsuAtaendie.
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MUIAN 5 N1IIANIINITLUIUNTIREUS

1. msdan1snsiGeudiinelfiianadnsnnsiBous

HAAWSNT3138USV0MAaNgAT (Program Learning Outcomes: PLOs) figadd
PLO1 Auiiuinemsleuasuaslnssaiaiiugiuddia
ANU15095 VLAY TUINITNANNIT WA Lazandnenssusuauiunsasndulsiues
ATOUARULATEYTY SEUUUFTANT sPUUAAIA IoT OT syuvansaumaarelu saufsszuud
Tuindousnoteyauariynuszing naensunalnnisidista msfigaudanu wagnsmuauans
nsiinfstoya
PLO2 Vinwzidamaiindruanusiunsuasaseloiuas
annsneenuuy @enld Audunis wardsafiunalaviemaluladéuanuiunasadslsiues
Jiotleatu m3193u mevaues warilunssuuaTauINALALUIN1IATavRtesAnT Taufensld
irsesilonaaeutodlnd mInsaaeuaIsunIasniy Mzl waznsufoRnnsiu

AnuduasUaansiylaiuas (W SOC / Incident Response) Toagraduszuunaziiuszansnn

PLO3 A15USHISANULEEIATUAMUTUAIUaannglwluasazAdna

#115058Y WATIER Uszidiu wazdnaidunnudiAgesanudssniuautuaslasadlyiues
a aa o P A ¢ o v A & o ¢

LAZANUEIRTA (S30TIAUEEIINTEUUAN loT wazssuuilaUyanUseivg) Avuanagns

LAZHIATNITAIUAL/UTTIMIAMUALINIMINE AL Wagysann1sn1susmsanudedleiuesidniunis

UIMIANUFLIRIATINLALTANIATINAYNSVDIDIANT b

4

PLO4 ngvisng 11n3g1u wazsssunfutanulyuasuaslyausshvg
annsavihanudlasazUszgndldngvane suleu detedy uaznasgruiiAsidesiuamsiuag
Uaonsduleiues nsAuasesdeyadiuyana wazn1siddgauseivgedeasuiingey (1u PDPA,
ngminglalveiiAsites, 1nsgiuszuuuimsanuiuasasnfuasaumne 1SO/IEC 27001 wag
UMIFIUITUVUTIIIAN1sU ey 1UseReg ISO/IEC 42001 Wusiu) Tunseenuwuuuleuis szideu
U UR waznsausssuidviamaluladvesasdnsliaennd aeaiud o MuaLasuInsgIuaINa
PLO5.1 M33duaznisaineasdnnul/uianssudiunissanisanuidssloed dmiuuny 1
ansaesenuuukarALiumATaildnnsseiutadiednwegiaduszuy leasesdannuill
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aus 7006 X X 1. a5uneunum anudfey way ussenelasasuleue 1nsgIu ADUAY LULYAZDY LazaLATY

ulsungeusiuag Tnssadrvononansiuulovieeny | uUioR uszduneuu iR wiou lasasisenansuleune
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X X X 2. ponuuULazInviuleue UmIgIu | Workshop 1Weu Fuau policy set, rubric AU
WWIURUR wagsuideun1suf iR policy/standard/procedure Uag ATUINW/AOAASBINIATIIY Loy
autiunsUaonduansaumneli peer review MUUTUNDIANT nsdLEUD
ADAAADITUUTUNTDIDIANITUAY
wmsguTiAatedls
X X X 3. Amuauleugangiy Wy Aanssungueaniuuulevieaniy Funuulsuisiamedu wuu
Wlpuienag uleuiensvinnuain | A1ueInNnIiedans wazedusients | Ussiiumnuiangan uazng
syezlna wleuty BYOD wleuienis VeAuld Uaus
dnswanisel wazuleuens
AuAsastayaliBEMINTaY
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318791 CLO ABn13dAN1siTEUNTTERY WIanan1sizou;
1 2 3 4 5.1 5.2 6 7
X X 5. YssiliuuazUiuuseuloueniny Workshop policy review wag gap 318974 policy gap analysis W
sunsUaenduansaumalsiaenadosiu | analysis funguane/aasgiud Yiuugauleune uasiuuysediy
maAsuuUasesmelulad ngyany | Wasuwas WARAYBITLEUD
wazanasguldegnadelilos
s 7007 X X 1. efunguwiAnLasuanMSAAUgUa | usseney COBIT/TIL uagnanns #OU LUUNARDU WAy uasy
nsffuguaszuy JPUUANTAUMA Lagnsaunsiniuaua | IT/digital governance wiawedusy | Wisuiieunseu governance
ansaune Wi COBIT wae ITIL lfagnsgnsies nsglAnY
X X 2. AATWRUNUMIVDIAUENTTUNT nselfinw board oversight wag FENUBATIRRUNUIMEUIING
wazusmIseaugdlunsmivgua AaNs3u mapping NagnsATviaiy MIiEUe uazgkuuUTEEiug
walulafuazmusiunsUasndele UNUMHUIINT \Weuloadanagns
wef uasideuleafunagvdaiviaves
DIANS b6l
X X 3. 9ONUWUULATIATIILAZNTEUIUNS Workshop 88niLluU governance %umu governance model
Miuguanutoya szuvasauna structure/process kAIATINANTN | T18IIUNITOBARUUNTTUIUNIS
uazlassmsAaviafivnzaniuuiun | lassmshavia ey rubric AULMINZH
vo304ANslA
X 4. UszilumnuduAiayaudeswss | Aanssulies ey investment/risk 18U TEIUANINANAILAZ AL
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UImsanuidesosdsaile
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. PLO | PLO | PLO | PLO | PLO | PLO | PLO | PLO .. o L
378391 CLO BN13IANTTIRBUNTERU WIanan1sizou;
1 2 3 4 5.1 5.2 6 7
auw 7008 X X 1. e¥uienseungneifedty UTTEIUNTBUANLRALAZUTEAN doutolliou WUUNAABY kAL
ﬂgwmwaLﬁaaﬁh DY INTINNWABUNUNDITUATUTELAN | cyber-dependent/cyber-enabled asuussLnmAuiin
DIVYINTIUNN vosowpnssluveiiiddnliogns | crimes nieusognend
AOUTILADS FaLau
X X 2. eswhgunuunansgyianuie | nsdifinw NUATEAd/asAUsENaY
NRABUNADS LU NM3LiDslaedvey | phishing/ransomware/unauthorize | AIURA AFUNLEUD WAZEDU
NSWNINUITRLA N1TVABNAIN d access uar workshop AT1e% VOLTEUTINATIEIN
aaulayl uag ransomware laagall 23AUITNBUAINHR
MAHANNNY YUY
X X 3. eSUpdumeuLazdauATg UTTEIUNTEUIUNTAVAIULAE utumeUTITIMEIUMENg Y
ngvunelunsduaiuLaE VTN workshop FusausIUTI WUUMAEDU WaznseAusY
wangunAeuunesldesgnaes | neumEngIu
X X 4. Ussiuunuvuastadninves aAUTBUNUImMMIEuTIAUlY FENUAATIEIUNUW/ TR
mhsnudsduldnguruneuazay NYMNBLAZAINTINTDTENIN n3iLEue wag participation
uflesenirslszmelumsiuile Useina wiaunsalfinw
g nssuluuesle
X X | 5 fersanussinusinudniaiuyaea piUTANSAINYARS UnUaNNR | reflection paper S189UYBLEAUD
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1 2 3 4 5.1 5.2 6 7
X X 2. WaswianusuiinueegiuInTg nsdlfnwuwannesuFIaLas case memo FI8UIATILVANL
fnauazlinveslnanosuAIa workshop Aaszitaiivun/mng | SUlla wazn1suaue
sissdumatuasosiusion Suila
saularlldeeafiivigua
X X 3. e¥uIenseUNgMeieatesty U338 digital payment/AML way | deudu uuuilnsia compliance
mMstsziudidnysedind Usnns 2AUTIENIAUINITNNITRUATA checklist wagT18UNSAANK
MINTRUAITER Lavansnisdaai
nsnenRduluuunadviala
X X 4. Wpsziuszinungruneluuium Workshop cross-border e- case memo BNy $1841U
nsfrdunsuueu mssziudedinm | commerce dispute wagmsiaTiei | Anszsingruneiifeites uag
nMandugdiannsedng uazaru Joinndnaes nMsdLaue
Beulssiungmuneduasestoyadiu
unAala
X X 5. Ussenaldnaninaaimianguanemy | Aanssuuseiliu legal risk 4043579 | $7897U legal risk/control design
wdlvddidnnselinduazgsiandvialy | AdviauazeenuuuuInsNIsAILAL WaY rubric ANIMNEHUTDS
MsUsziiiuAADLATeaNUUY NININT
wmsmsamuaulunsdfnula
aws 7010 X X 1. shunendnmsiiugiuuagnsou U53818 PDPA/GDPR Wagg 1Ly 40U WUUVAARY UazuuRniin
npvaneiiafunis NYVINYANATEIUBYAEINUARAYDY ngvaY wisweg9RaNTIY JLUFIUNWNY MY
AuATBItBYAdILYAAS UsziAlne saufegrunenguangly | Yssananadeya
wazaandudiud msUszaanadeyaldetignios
X X 2. szydvidvendnvesleyadiuyana | nIlfinwn data subject rights uay 31U process design 184U
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. PLO | PLO | PLO | PLO | PLO | PLO | PLO | PLO .. . L.
3787391 CLO ABNIIANITITEUNTITADUY Wiananisiseu;
1 2 3 q 51 5.2 6 7
X X 3. 9IALUUNTTUIUNTTUTINTIEANT Workshop ROPA/DPIA Tng/ltinsdl Fuam ROPA/DPIA rubric A1l
Uszalawa (ROPA) uaynsuseiiiuna Uizmamaﬁi’fagaﬁﬁmm,?imga ATUENU Lazn15ULaUD
NIENUAUNISANATEITRYA (DPIA)
dwisuianssulsrananadifinnandes
I
X X a. nneiterimuaifiunisuds 91804 data breach notification wag | MuwkUTULBWAaIlintoya
wnaziindoya n1sleudeyadiu nsilAnw cross-border TENUUSIUTBUNYTINY Uay
WIULAY wazdariruaanizlunie transfer/sector-specific nsuLEue
dusin 9 lneSeuiisuiunsau requirements
nMuNeF1aUsEng 1wy GDPR 1
X X X 5. Uizqmmﬂ"ﬁumﬁﬂmmL@uéiuﬁ'ﬂﬂ&l Workshop privacy by 318974 privacy-by-desien plan
ponuuUaglagAisuiY SaEsunum | design/default uazAanssueeniuy | LUUUsEEUNTYsANMITUAY
484 DPO lunsysannisngmang UNUM DPO/MIYSNNIAU risk e uae reflection Fuadesssy
AuATEITRYANIUNTUTNNTAIY governance
\BoauarsssanAuiadeyavesesdnsle
aduy 7011 X X 1. e¥uienseunsiansnrundeaiiu | ussee M/cyber risk management | @0U WUUNARBY WagauagUnIs
MsTanIsAILEES walulafansaumnanas pusiuag uwar ERM integration wiounsalfinw | Weules IT/cyber risk fu ERM
dwsuwmealulad Uaoasduasauwme wazmuduiusiu | 93Ans
ansAUYALaY AR MsUIMIANIEEIRIATINYDIBIANS
Uasasdbaisaumea e
X 2. wmswranudesinulauesly Workshop scenario-based risk WUURNYA scenario/stress test

SEAUaIAnsgldIsN15IAs AT
A0IUNITAI NTNAADUAINUNUNIY

WAZNITRINTUINANTENUDISZUULS

analysis LAy stress testing d1%5U

wignsalleiuessvdivasing

iwmﬁmswﬁmamwu Le1E N3

WLEUD




- 64 -

. PLO | PLO | PLO | PLO | PLO | PLO | PLO | PLO .. . L.
318391 CLO 3TN1IANISITEUNTEHDY Wianansiteu;
1 2 3 4 5.1 5.2 6 7
X X 3, Yssunrudssiulowesluvie | nsdifinu third-party/supply chain | 51847 third-party risk
Tggunuuazgliuinisnieuen way cyber risk kazfianssueankuy assessment UWHUAIUAN Loy
LauaLmeqmimmm‘ﬁ'mmzaﬂﬁ control requirements rubric AULKUEEU
X X 4. poNLUUT Iamudes fE e Workshop KRI/KPI wag risk Fuau dashboard/risk report
UsgdnSnn uasuayueininea1umIy | dashboard dwmsuguims/ mMsdLaue way rubric Aunisly
deaiinoulandmsdndulavesuivis | aagnssuns anaula
warAUENTINNITIA
X X 5. LEUBUAUNISIANSATILEBY $9u8Y | AINTIUEBNLUY risk treatment plan | 978914 risk treatment plan N3
madennisteuninuides 1wy n1s waraAUs1e cyber insurance/cyber | Usgiliumiaden cyber insurance
Usziupnudsslawes uasidonles resilience waENITUNLAUD
flunsiesuasinudnvguvedadfng
aulauasle
due 7012 X X 1. BFUEUANNITALUNUINYBINTT UTIYYUANANT auditing Uagunum | @oU WUUNAFRY Lagiuasy
NIRTINERUAINIILAS asaeuAusiuasUaenduansauna | audit T ISMS wieunsdifnu UNUIM audit
Uaanduansauwmea Tuszuumsudmsanusiunsuaense
ansaumalasgegnaos
X X 2. MNLNULAZALEUNIINTIEUANY | Workshop audit plan/checklist wag Fuau audit plan/checklist Luu
ﬁumﬂaamﬁamiaummmmmgmﬁ role play Msusyyanda/Aans Uszidlu role play wavapudalleu
\Aeadias 1w ISO/IEC 27001:2022 1% | aisraaeu
Tuseiufimangay
X X 3. UsziliunisesnuuunazUsed@vdua | Hn control testing uag security working papers 18474 control
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X X a. MinedauazirdesiioTinszidoya | Lab data analytics for audit uaz Han13UHUR lab $1897U data
Lﬁaaﬁuaﬂgumimnaau PobTRN @159 continuous monitoring analytics wasiuudsetiiunig
wnAnnsdhsefemuauenasieiies | concept AU
(continuous monitoring) 1§
X X X | 5 davsenunisnsnaeuiitae Hndavi1 audit report Waz CAPA 189UNANTI+CAPA follow-up
Wuszuu uaziauedelauouuuLd follow-up wioweAUsI893es35uMas | N15ULEUD WAy rubric ATUAIIN
UHUR wounnaumansudle HINTFIIVTN FaLau/a385551
Jaunwsed Inednlioasesssunay
WNIFNANINNITIERUL
auw 9000 X 1. syyuazimuadsziulymniuas duuuuazlirdinwseunna Jawauslasansfuaindase rubric
NIAUAIDATE ManuAdefiiefestunisdanisanny | workshop nsfuuadyw/fanu AutaluU sl wagsieeuy
desnnusiunsUaeadelauesldogns | 398 uaw peer feedback AUATINTN
Taraunazitod Ay aInnITuseIds
U U
X X X 2. @UAU UMY wazduasizi clinic literature review n15a18mn15 | literature review matrix 318974
ssmunssufiiedestuausiung AugIutaya wag workshop 13 VNUMIUITIUNTTY WAZAITUNEAUD
Uaoadulowes anudedlawes uaz | duaseissanssy NTDULLIAN
ﬂgmwﬁﬁmsﬁm \ieadenseu
wUIARYBINSANYIAUAILE
X 3. wenldswileuisidouazvaiinn1s | Workshop methodology uay data | wauszideuidide wuulssidliu
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UHUR uaziauetoiauauusidauloviy | afuseransfing WARAYBITLEUD
wiaideUfuRlaegnedivgua
X X X | 5. davhsenuAuaidassuariiaue | AUTnsInMadeusgau Fenusuaidaszatuanysal
HansENYluIUWUUMAINNIS Ing | rehearsal dliaue uagnsiaaey nsaeuUnUa/MsiEue Lay
gArdnaTuSIINNTITOUALNITANATEY | A3UTIIN/N15919BY/MIANATEITRLA | rubric 3385333/N15871984
Joyalipgauaianin
dus 9004 X X 1. imvuatymidenazmanidesiu | Tumusnwidudu duuunide way proposal defense Talaus
Inerinud nsdnsanudsinnutiunsuaende | workshop nsfuuatlyv/dnin | Tassnisinednus uae rubric
Igiesfifianududounasiinuam | IeseiutudiaAnw suRuAmMIrINT/uleuy
Fnmsviiedeuleuelaegtnia
X X X 2. gfunsnumulezduasizi systematic review workshop, peer | $189IUNUNIUITIUNTIU NTOU
ssaunssuegaduszuy oW feedback uagnmslvmusnwnis WUIRR/FUNRAFIU kagnTUTTIEU
nNIoUKIARLATANLAFIUNTITE Y A519NTBULLIAN 91ne58NUIn
Usgiiunnusiunsaenssloueiuas
ALALIRITALE
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X X X 4. AATEAHaNTIT oL 19qUEN fuNU9AUTENANTTIVY peer UNNANNTINBUATAUTIENG N3
Boulesiunguiuasnsuidn wae review kagAUINBLTIENAIUNS iaueAUAImMTI wae rubric
wuedoiauaBeuloueviodinagndd | Amnuna/dolauaidaloue AUANLANAN/AINUALAAALHA
fanuauvnaunauazidneninlunig
lulgliase
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2. nadwsn1sFeuianaviesedul (Yearly Learning Outcome: YLO)

ndngmslifimasiunnadnsnmaFoudaaniamedud (YLO) usnifunisiame ieannuy
wngrsseiuTadindnunilassadanmsiFoudiazununsinuuansefunuanumsnsauvesgiFou
agalsfinnu wanamsldszuuinmuuasysaiuanuinvivesseudusnenanisfine lnserdena
MFUTIQHARNE NS 8USTEAUT 1831 (Course Learning Outcomes: CLOs) U83usiaz183wn Faiinng
Auanad eslesiunadnsn1sisous sedundngms (Program Learning Outcomes: PLOs) 9874
ToLau

M3Useillumsussq CLO vesfiBoudndumsinuaiosileUssilluiivanvananiudnumzves
518791 1Y NsEey MIYITIENY Mahaue 1Ty ndlfinw MsUFURNT waznsussLiiunaay
Tneldinasinslinzuuu (rubric) fitmunliluseandeaseion il f3suariioiussg CLO Woflua
msUssidiumanasituiiinisivualiegnedaeu wu nisldezsuuulisninfesasiitmun uied
sydunansUsEITuAY rubric aeflusgiufivensulsl

wangnslinanisussdu CLO veu{ieuluuaaznianisdnvndudeyadidglunisfnmniu
faunssuanud vy wazaussouzessailles uarliusznounsilanssinnuideleslugnis
U559 PLO vemangns mnnuidiseudsliussg CLO Tuseivila anansdidounasnangnsasaiiu
1AsMTaTuaYuYS e RuINSE Bu AN NN LIMINEAY WY MsieUINBNULiisAY AnsTi
Ufudsimeauietunu milimuinumsinns wfenmsdafonssuiaduamediu weteligEo
anansaRmLNANTIAULUNAANS S Bui T vual

uanani ndngnsaztimanisussy CLO 1893183919 q 1 diAs1esilunInsIunINAIL
Feulostu PLO wisldlunismumununimasinnisiSeunisasy wagidiieliiuledndiseuidnia
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RUIAN 6 mi‘lJizLuuwaﬂﬂiLiHULLazLﬂm%a’lL’if\m'ﬁﬂﬂ‘w’l

1. nannaa NS lAsTAUAZLUYL (bN5A)

HANSANE UUNUEN KATINTDININAGDU MIVITLUURNER NSTBUTIENUY NMTEDU NMSRNNAGUN Lag

M3UsTRluralugULUUAY 9 MaMe1AnsdRaeunvun NanmsaeuIveninusuayInnsAuaiBase mIUszdiung

v v oa o [

e ndulumud aTsuresan U R AN AILUS INSANERS ISR 9T

[

1.1 nansAnTeIvNNAsEAuLaziInAmUINTEAUALUWRAgLanseenuTuR1e q uasiiaiade

sauntanuiuinsanalul

A = 4.0 e Excellent (Auae)

A- = 3.7 N80 Almost Excellent (1Haumide)
B+ = 33 wN18e Very good (Aunn)

B = 3.0  eds Good (A)

B- = 2.7 vwhs Almost Good (1Houf)

C+ = 23 wNneds Fair (Wald)

C = 2.0 vneie Almost Fair (Aauneld)

C- = 1.7 ey Poor (99u)

D = 1.0 wwuneds Very Poor (89uun)

F = 0 nueDY Failure (an)

1 [y

1.2 wansanwNluiAseeu wagldiiununuseauazkuuaae Tikananamnalud
W Uu1ene Withdrawal (Naau)

| e Incomplete (Han s@nwlalauysal)

S MU Satisfactory (Hudinela)

U e Unsatisfactory  (liiduiinela)

AU Wede Audit (Sau9)

P WUIYDY Pass (W)

N w18 Not Pass (laiknw)

P W8S In Progress (8g5eningsniiiung)

T weda Terminate  (gR)

TR WA Transferring from formal education, outside the institute (n15leuaN

nsAnwluszuuAEUONanIU)
TR1 WUIDY Transferring from non-formal education (NslaWANNTANYIUBATZUV)
TR2 wuUwDY Transferring from informal education (N15leuaNNSANBIATL

D587 Y)




- 70 -
2. nazUIUNIAT AR UNATUgMEvRsTnAnY
2.1 MINTIVHDUNATNSNTRBUSUAAZ 183U
wriag31g3viN1sIANITTeus lvliauaennn eI M AURAR NSNS UV 0Y
uéngns (PLO) FemadnsnsiSouiuassiedn (CLO) FiBmsdnmsisous warisinnanisidouinui
seylumanad 1
2.2 nMsAsIvERUNAENS NS BEufideduFansAnw
UnANWIARIUNIIATIADUNAANENTLT U3 I1879 (CLO) wanein UnAnwiussq
NAdNSN1TSBUIVMANgRS (PLO) ATUAIU agelsiiniu nangasivualiinfnudesaeulszana
mnufdsazUszneuluseivivdnmuiiaazlsenaiivue Tnefinasinisussiiuioiiuaushila
1 dnfnwussauadndnisisousiiddy Werunisasuusznannuiuda Unanwdsdesasuuin
Wandaasdunmsnsnaeumsussquadndmaouidnadmi
3. NAEINISENTANTANINNAGNGAT
Iinaeidnsanis@nenudevsdvrssandududiaimuuinsaiansinnie
ASANYY WA, 2563 Lad uAluiuAuadudl 2 w.e. 2566 aUUT 3 WA 2568 wazUsznin
ANENTIINTUIATFIUNTEANAN® 1309 InausanAsgIuvangnssERuTainfnu w.a. 2565 Tagns
dusanmsdnwivesindnumsziulSeyg v azfesufoRlansuiiuniudervue il

3.1 @1USuUnANEINANEILKY 1 (WUUABINIS)

1) fianuinsangurdenuisiiaUszime wag/Mienuiiiaegnadu muLnsgIu
faanturimue

2) Fnwasufumudoriiunvemdngns wazinanisAnwvesmiviiiameideud
SouitemheAnmundngasiadvaraulsisinii 3.00

3) Iénansinuvesivmdn waz/mieivisiia 6000 wansAnwadvazanlisiniy
3.00

4) aulszNIanug tana “P” (1)

5) feudinan1sAnyiyinendnusidu “S uwavdrinetidnusud

6) Lausinenfinusuarasusnunisaeutosiuinerdnusiugniine auussquadnsnis
Souvomdngns (PLO) Tnelvisidunislasnaznssumsasudesiuinednusfinuzaiuszgnd
uais wozifuszuudeliauladfuileld

a 3

7) NAUINGTNUS YT 0AIUN TV Ne1TNUSADI LA SUNISANUN M9t lasy
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91T FURATRUNENERS
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AAALTINU WASIY LAY
UNaaNDINIANIIY wag Job

Outlook

AATeRUsEnASUALATIU
U 176 Usznia 210 139
Usenluuseinelng a1n
wnanesudnmy Siufudeya
Job Outlook 910 U.S. Bureau
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2034

avviourinusfina1aussnudesnis
sSendlulssmeanazuualiuanna
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Security Analysts azL@ul® 29%
semined 2024-2034 genineniede

YNBIANN 3%

UINTPIULAZNTOUNITHNU
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competency LAYV
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NOMINELAEToNIUA
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ATILAVBUIAU NN

NQVNNY sk URve109ANS
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ilvvdngnsasauaquiAnisAiy

AUAKATAINUTURANINY MUY

Certifications uagRuIAl

A TN

ATIER body of knowledge

Ilag exam domains

g uRgmangnsiuiInsgIu

AT nana

VANERIVRIAn N ULALNNS

WHULALAENgRS

Feudeminansiiieadesily
UszmAuazaauseing LU
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4.1.3 msmsezndeyaetluivue PLO

wangasinteyannyidiuldiduasuratoyanieuaninInsensIuiu

Tnglduwimenisdnnguansedrfyanndeyavansuvas iivelvidulainnadnsnsiseusvomanans

Lildnseguunnuiuamengulanguuils widsriaunudeanssuiueeInIndvinig na3enTn

AANALIIIY WINTFIU NYVLNY kavtarinnuaniu compliance

- wnudeyadnvateuras lowi fldUudin filteivy Audinn dnfnw

U330U 019158 @0U Aa1ALINIU LNAANBTNTANINU WINTFIUAING NYUNIY TR INUA

compliance uag certifications

- danguiinueuazanssousiinug: wangasdanquieyadulszinudifny

iy AugaussuUleiues inwe technical cybersecurity NMSUSMISAINLEES GRC NYvEngLay

compliance ANuUaBAiEAA13R SOC/Incident Response NM3NTIVEBULAY audit N15ANATEITRLA

dIUUAAA Al governance N15338 N15ARANT LAZASUFITUIVAN

- Tws1giiaud1Ayuazauaennad o4 Usgiiuiinugniiansainiy

AINEIA YA BNITVI9IUDTI AINADAAA DINUNINTFIVTTTN Aus ndumunguuneLas

compliance tagANUMNIEaUAUTEAUTMTIRANY

- wlanduaussouzvesidiianisAne: Teyadinun1sTiasievign

duarenduanssousvdnuosUndin Hadunnug finve 938535u wazdnvusynna

- fvuadu PLO wasnI9dauAIUATOUAAY: dussauzAinanigniilty

Y

Avuadu PLO veenangns wagn319daudn PLO ATaUARNA1uABIn1s Ny Tduldide

ARIALLINIUY UINTFIU NHUNNY compliance Wag certifications DYUANZ AN

4.1.4 anavaulsszndneunastayaiunisiviua PLO

Y

undsdaya/A21uAIAnde

Uszuninszile

arsunluAvue PLO

AANALINIURALUNAANDTUIAVINY | ABINTANUIATULATOUY TEUU AATIA PLO1, PLO2
SOC AnuUaensievesteya way Al
ALRUNIUATY SOC, Security HBINSNNEWEATIITU ASIZY HEUAUDS PLO2

Analyst, Incident Responder

waguyvsnisalloiues

FLULSSIUATY IT Risk, Cyber Risk,

GRC, Compliance

ABANTTINYEUTMIANNES AuAunely

FIHUANUELS LAy governance

PLO3, PLO4, PLO6

UM ISO/IEC 27001, ISO/IEC
27005, NIST CSF, CIS Controls

RBINTANUIAY ISMS, risk management,

controls ey cybersecurity framework

PLO1, PLO3, PLO4

119991U ISO/IEC 42001 whag NIST
Al RMF

[y

AeaMsanuilanisiiugua Al Lagady

s

\FvesyuunttUgyauseiug

<9

PLO1, PLO3, PLO4

ngvangleiues nguaneneNiiunes

PDPA e compliance

Ao Ui langvune neii Ausy

e waznsUfURmuTaivun

PLO4, PLOY
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unasdaya/a21uAInnd

UszAunaszila

A5 lunviue PLO

Certifications @1 CISSP, CISM,
CISA, CRISC, CCSP, Security+,
CySA+, PenTest+

FOINITANTIOULLTOIVITNATU security
management, audit, risk, cloud security,

SOC g penetration testing

PLO1, PLOZ2, PLO3,
PLO4

Aitudinwasioney Fosmstndiniideasiuguims vinauda | PLOG
e waidenlounadafugsiald
AudinuazinAnytagtu Fosnsmeiniviuaiy fmsinufoR ues | PLOZ, PLO3,
Weuleafiunshanaie PLO5.2, PLO6

919138 UAYHSURAYOUNANGAS

AoashinanansilanuaonAfeudI¥INIg
115398 wardlszuuUTUNaaNENNS

a 14
bIUUT
Y

PLO5.1, PLO5.2

4.1.5 msdman1snsziluldlunisuiuusmangns

- e PLO TiRseuaquiaanuisumalulad anuduasUasadelawes ns

UIMIIANULELS NOVNNY 5ITUIAUIR NI N15F0ET waLITLSITY

- YSulsaneinlvaennaeaiuinwefna1alssumneents wu SOC, Incident

Response, Cloud Security, Penetration Testing, Vulnerability Management, Digital Forensics,

DevSecOps, Cyber Risk, GRC, Data Protection uag Al Governance

- Woulsullam eI UNINTFIVLALNTBUAING LU ISO/IEC 27001, ISO/IEC

27005, I1SO/IEC 42001, NIST CSF, NIST Al RMF, CIS Controls, COBIT, ITIL, MITRE ATT&CK Lag

OWASP
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4.2 AAN19 WlBUILLATENSAEATAITHAILINIGIAUYRIUIEIMA

a a

NANGATNANTUINANIWALYNTANFATNITHAUINITIAUVBIUTENAT LS BATEAY

Y

0
aa o o

AngarnniaerudIuAINawazalutuaslaandelaues arugiunsduasy nislddayauas

v a

JryyseAvgadnefuRinvau (Responsible/Trustworthy Al) Litetnluldasslunistuindouasdns
LAZLATYINRA

NUUINAINE nangasladunldlunsimuanasysuusmagnsnsisousves
winans (PLO) wazn1sinseivlviaenadesedantugusssy Tnewiu 4 ffven loun

o

1. anuidrulassadreiugruadvanazanusiiuasiasadeleves i eliidnla
anndmenssu welulad waznalnauuaonfofisessuszvuAdsiavesUszmanazeadns (Foules
PLO1)

2. vinwsdslianisaulewes dunsunislesiu asiadu nevaues LLaz?y\Iuv\IUU§ﬂWi
Afasgrafusyuu (Fexles PLO2)

3. mMsusmsanuidedleiusiuazanudeddna liysaunnslitunsuinsany
Fevosdriuvesesdnsuagsesiunsdnduladenagns (Jeules PLO3)

4. VNG NINTFIU UATSITINAUIA TNReRSEsTIU Welwnsddunusuluiues
waznsld Aluluaadorimun Wida nsavaouls uavdflafanansenusiodsan (Wealss PLOA
waz PLO7)

et wwruleueszavlszmadsgnulandu “aussouzidvunevesiudin” uay
azveuluvislassadienedn AanssudeufoR uaznsUssidiuna deldiudinannsovieuldass

WALAAULANGRANIINITHAUINFIAUYDIUTLNFABENTIEU.

4.3 gnsAEansvasaaIty

wangasthensmansnsiauaniu wlddunseulunsimuauwazysulsmaansnis
a o Y] = a a a o a =~ Yo a
IS9U3V0MANEAT (PLO) TIMAIN1T08NLUUTIEIY AANTTUNITITEUS wazn1suseiliuna ielvidndin
flaussouzdenndeiuiiameasanitueginlugusssu fadl
o gNFAEAIA 1: aduayuNITIIITY NRRLaAgUTANTIN WATNITUINITIVINTG
o o A
LNDAND B
nananseaniuuliiSeuatutsavinnuide/Muundaussynd aineesdnug
dl =) =) a QJQdI o Y a 0 = = a 1 U =
130D InwIMNUURNUNIUTES wavAledsasesssu/mnansenusiodeny 39
Weulasiu PLO5 (waz PLO5.1/5.2 anuuiXy), PLO7
o gNFANEAST 2: WU mEaNgnsNLil Project-based Learning uaz Data Analytics
iwanisanaulanaznisuInig
nangaInmualisgininisiseusnnisaent lassnw/nsalfny wagnis

Tasziteyasg1nduszuu (Wu log analytics, threat intelligence analytics, risk
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analytics) Lliteafuayunisdndulaidsuimsuaznisdnnisanudss [@euleety
PLO2, PLO3, PLO6 (uazieu PLO1)

. gusAEnsi 3: adestaunisainisBeuinasndiauasitnsldvannuane
42IN14
véngmsdaaiumaisoudediseomiiunssuinnesdanuiaumalulad/
umsglud msinvinueiidesenls waznsFeuiuvudaveu Jsasviouluanssous
MaiaAUeILayALURRYeUseInIW iWeuleafu PLOT (Lavaliuayu PLOG)

. gusAEAsN 4: FuiafountswanlaudieAdiamalulad uaznisuimsianisuuy
1Un (Open Governance)
wangmsitunsysannsmalulagadvia/leiues/Al 1iunismiiuaua aulussdla
nvaould waznsuImsmNuIAssesesdng Sudeslestu PLO3, PLOA, PLOS,
PLO7

«  gusAEAsA 5: dadsuAuTmdenirinsEiuLILINa
(Internationalization)
nangnslinsauNInsgIW/wuIUuRaIna (1w 1ISO/IEC, NIST, MITRE) kagnsilAne
uLn@ udamswanvinuemsdeaadaindnlimievhadluuiunaina
\Foulesiu PLO4, PLO6 (uaziesy PLO1-PLO2)

« gusAanii 6: a¥1enuyniuLaznsidiusauvedddiulddrudes waznng
FTAUNIWEINT
vangnseenuuuliAnnsidiusmveanedng Audiin fmsinnnd wazmieaud
Aoateaunilideiausiuy Tasanuanlandads uagAnssusauiamun iiold
wadnsnsiSeuinoulandglitudn uasliiSoudoas/iaudwasanuldogid

Uszansnm ety PLO6, PLO3 (uazLasu PLO2)

4.4 Msdanguan1tugaufnun

nangnsysrndunisiiaenadesiunisdnnguanitugaudny) lneiduunuinees
anfulugruzanndugaudnwiindndudinssdududindnw afeesdannnd wasimurauisen
pouausaronTUAsuLUasweATusRaLardanuATTa MeluszduUszmna NIAA LazsEAUA NG
Tnglanigiunisdanisanandssanusiuamislaues anusiunsasndsansaune s3su1iuna

AT N1sRuATesteadIuUAna Larnsiiuguamalulaglaymiusehivg

nangaslianudrdyiunsiauAnenImaiunsiTevesnunsdwasindnu v

aunsaadNanulITesEauLInnveslan Nunsiualangiteigenndesiutlymdinyuas

Auvimglnivedantaues wu nsusmsanudeindeanauleiuestueas anudangunialy

Y

LU95U999ANT ANULUAIUADASEYRITEUUAAIALALIASIAS INUEIUAITE AUESIYRITTUUNTY
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Uyausedvg nsiiuguadeyauas Al 08195URATOU AABAIUUITHAUNYMUNELAZATUETTUT

aa o

= v ) a
WNenTaenumalulagniva

Tunstuind euauids wdngasatuayun1sin3doidaysansseninmans sy
welulad n3danis Amidss nguine ulsvisansnsay uaysssinAuia ieaieadanuilvs
LuUTaee 1n3esile WIUATH wazuinnssuitannsadlvldusdleniliaseiduniasy anaeny
wardsnulnesiy TavduaunsiRuineunsHarlunsaiTnsssiuIuTR mMstiaue
pasilunisUssaininsdu msimua et itsefuuud ussnsideules

NMATERvIRIgINEINaLasknULURsEAUlan

wanntl nangasduasunisadneszuuiinanisiseuiuaznsideiidedeanudude
N19391N15 ngatuayunsiigIuteyaivinis el uinisadia viesljuaniseuaiudiung

L3 o

Uaansigluiues seuudnassaniunisal Cyber Range asasdodinsigidoyauasiuanay naonauy
6

9

v v oA

AU AU 8IVIYIINNIARAAINNTTU MIIBNUMAUALD UATBIANTIVTNTEAUUIUINR

Y

(Y

ieliinAnwikaranansdanunsaimunnuiTeniaunings dnansgnumaivinig uaziinuaine

AsENsEAUTRANUAILNTaRUANNTuAIUaandulauasuasUsemelmdstulAlus R uana.

4.5 nMsiagunUasvasaninwndauiiieatasiunangns

nangasfnaunsUasuLUaesanmwindenitieesiuanudunslasnsieleiues
wazAdiaegesialllos vidluld Auanatu walulad wazdanidugua ealiillomsedv Aanssy

s a 14

N9I38US LavNadNENI5ITeuivamAanNgns (PLO) danusuadeuaznaulandnsldauaia lagdl

v
(% v A

WU TUNTE ARSIl

1. Aamudzanauuazsuuuunisleudnuasuulassaniid
LU ﬁaﬂﬂﬂmm‘i’f Al aﬁuaqu (social engineering/automation), ransomware-as-
a-service, supply-chain attacks, cloud abuse wazn15laNAN OTEUU Al (LFU
prompt injection, data poisoning) vt etunldUsunsaiAn® antunisaisass
Loy use case W jUuRlaenAdosiuanun1Taiate (Woules PLOZ, PLO3,
PLOT)

2. Ysuilemivaenndesiumaluladlvaiuazaandnenssuadelng
A38UARAU cloud/cloud-native, data-driven systems wag Al/LLMs SAUDILUIN
mseenuuUANNTuAsasnfelimnzfuanmuindendanann il elviieudl

Anulsanlnenssunazanunsaussgndldinaluladlaegravaonsiy (Weules

PLO1, PLO2)
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3. UWMANYVANY NINTFIY UAZNTOUSTTUINUIATINEITRIRE9ELLEND

[y

lnglamzaunsAuAsastayadiuyana AnutuasUaendelaiues wagnisiiu

aua Al diethlugnisesnuuuuleuns wuiUfun uwavainsnisauauiaennaediy

Y

¥ o

Formuunnaznsivaeuls (Feules PLO4, PLO3)

4. WeuleaiuanudInIsnaIaLsULAzaNsTauETiBeAnianIg
ihdayadnnatausanu/Avianudsuidwanesinue (W incident response, log
analytics, risk & compliance, communication) kag N 11UANITUTELTUNADN

(%
a

Fuuase dielrdudfiandeuinau (Jeules PLO2, PLOSG, PLOT)

MIBUUINIGINGT angasanansausudliiuiensiuasunlasvasusunnalulad

Y I

wazAILEsRIRetsalles wagihinadnsnsiseuiaenndesiu PLO1-PLO4 wag PLOT 8814

Jugusssu (nfeuaduanuiiinsdoans/meiausiuiumuuiunnisldauaiaing).
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