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Security and Efficiency in SMS Messaging
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Abstract

This paper presents a method for providing security
and efficiency in SMS messaging. The security aspect is
accomplished by encrypting the SMS message using
elliptic curve cryptography (ECC) which is an approach
to public-key cryptography based on the algebraic
structure of elliptic curves over finite fields. To
overcome the limitation of the size of the SMS message,

message encoding is performed. This provides efficiency

in sending messages longer than 160 characters for Latin
alphabets and 70 characters for Thai. By encoding the
message, the amount of SMS messages can be reduced.
To verify this method, an application is implemented
on an Android phone. Both English and Thai words are
indexed using 24-bit space. The initial database contains
101,910 entries.
encrypted using ECC SEC2 recommendation with the key
of size 160 bits.
Keyword:

The resulting encoded message is

security, elliptic curve cryptography,

encryption, SMS.
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