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Abstract

Electronic mail has been widely adopted as a means

to communicate over the Internet. However, the electronic

mail is inherently insecure. Its contents can be revealed or

modified during transit and while stored on the

server. Moreover, the identity of the sender cannot be

verified, leaving the user vulnerable to a social engineering
attack such as a phishing attack.

This paper presents security enhancements of
electronic mail by using mobile phones and QR codes. The
application provides the user with an alternative approach of
communicating securely using electronic mail. The use of
QR codes can mitigate the limitation of typing on mobile

phones.

Keywords: Electronic Mail Security, QR Code, PGP
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