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Mathematical Modeling for Location Selection of Warehouse and

Distribution Centers for Thailand Post Distribution Co., Ltd.
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Abstract

Construction Distribution Center proximity to customer will help product transportation to customers
more convenient and faster. But it may increase total transportation cost if we have too many distribution
centers. Currently Thailand Post Distribution Co., Ltd. is the pharmaceutical product transporter to customers
in various provinces around the country. They have a warehouse in Samut Prakan province and nine
distribution centers in various regions. In the past, they have never analysis about a warehouse location and
optimal number of distribution center. So the objective of this research is to select location of warehouse and
distribution center for this company to ship products to customers with the lowest transportation costs using
mathematical model and processing with LINGO. The result shows that if this company has a warehouse in
Samut Prakan province and distribution center in twelve provinces. It can reduce the transportation cost by

1,205,427 baht per month or 5.52%

Keywords: Location Problem, Warehouse and Distribution Center, Mathematical Model
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A P e
M15719% 1 a@ﬂwaﬂsztuummuuum

Model Data Evaluation (%’aﬂa:)
U484 Markov Chain (MC) 79.29
LUUI1889 Hidden Markov Model (HMM) 90.40

INANITNT 2 T8 azRwldInAInL LR aILULSI889 Markov Chain (MC) fanarnuuanen
Sauay 79.29 uAzA1AINNLNBENVBILLUSI88S Markov Chain (MC) 13888z 90.40 FaniananuLinen
swilagdmmannsmanusdallaslsluas MC, HMM mrﬂ’%uuLﬁﬂuﬁ’uﬁagamﬁ’lumsmaau #IN
‘ﬁnmLﬂ’%‘ﬂuLﬁﬂummLL&iuz‘h's%m%'umsmiﬁn'quaﬂssu'ﬁﬁﬂﬂﬂﬁmﬂﬁagamﬁmmn%m HIBINTAITA
ARSI %Lﬁuvl@i”thmei’ﬂaaoﬁmmzﬁ'umsmma”uwqﬁmmﬁﬁ@ﬂﬂﬁmaaLﬂéaaﬂauﬂamaﬁm“ﬂw
mn‘ﬁqﬂ fa WuUs1aad Hidden Markov Model (HMM) a:mm:aﬂumim'ga{uLLa:ﬂaan”quanismﬁﬁ@ﬂn@
1un'ﬁmj”'lﬁal,ﬂ§aaﬂauﬁ'smaﬁujﬂ'mmnﬁq@
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2. WUUd1aad Hidden Markov Model (HMM)

IINNIINARBLFIUULSIRa Hidden Markov Model 819u1j9 States ldnsnaa 23 States 54
Fuiumatmuarnniwasndu States (N) Tevanuasnuan 23 o9 lagidu Observation (M) PIRNATIWIN
23 61 laufMuuawIaVa9 Observation Sequence (T) HALYINAL 199 Lﬁaamﬂ’ﬂ’agaﬁvlﬁammgumuﬂ'ﬁm?ﬂ3J

va o

Tayaladd1uin Sequence Miflun13land Gd1uau Sequence 199 ludrauinazfign §3vdnionld

UG

Observation Sequence Afvua 199 ale

mod = hmm.HMM(N, M, T)

1 l@AN mod wa7 923167 mod ¥1UITNIAKNALNEWN Transition Matrix tWaWIAINNUIATL D WlnNT
4 . . . o . = ¥ iy . . . .
118 8% Emission Matrix 28dWU 141889 Hidden Markov Model ‘Iidvl@l Transition Matrix LLas Emission Matrix

2894UUIN889 Hidden Markov Model I@ﬂﬁiwa:lﬁmmwgﬂmwﬁ 6 WAT 7 ANNEIAL

({8l Transition Matrix w8z Emission Matrix 482 waga niufdinIninni1azidu a1n
Observation Prior lumatuasuidu States 16w lagmsdmwiainasldanidu Maximum likelihood @it
19,17,15,8,11,8,4,8,4,8,11,8,11,8,11,11,11,8,11,11,11,6,11,11,11,11,11
11,6,11,11,11,11,11,11,6,11,11,11,11,11,11,6,11,11,11,11,11,11,6,11,11
11,11,11,11,6,11,11,11,11,11,11,6,11,11,11,11,11,11,6,11,11,11,11,11,11
6,11,11,11,11,11,11,6,11,11,11,11,11,11,6,11,11,11,11,11,6,11,11,11,11
11,11,6,11,11,11,11,11,11,6,11,11,11,11,11,11,6,11,11,11,11,11,11,8,11
6,11,11,11,6,11,11,11,6,11,11,11,6,11,11,11,6,11,11,11,6,11,11,11,6,11
11,11,6,11,11,11,6,11,11,11,6,11,11,11,6,11,11,11,6,11,11,11,6,11,11,11
6,11,11,11,7,11,10,11,11,11,11,11,11,8,11,11,8,11,14,18

I@]Uiagaﬁﬁﬁmsnﬂaauﬁa'juﬂuiagamﬂuiwﬁﬁw U@ INTVUW1AVa Observation Sequence
N9nua 199 ¥ilWeaan likelihood N§INFa (Maximum likelihood) 284 luudaz epochs lasrimuadaIIweing
289 likelihood luudas epochs #aeni1 0.001
ﬂl v 1 dl £ 4 v K o v o dl v a v
Walddanudsntesnit 0.001 udddsngariimmasey uiraziwad ldundsziiuanugndas
a 1 o 1 v k2 Qs v v o & Y
lapi% wWisuifisuanuuingrszniegdoyaldain Honeypots nudayaanmsliuuudinas HMM Galedn

anuLdugIasas 90.40

a o

5. a3dHan1sAN¥1 I
mynaseuiidumsitsmIanaiuwgdntsuiidelndves iuuawnaintuanmaiiuuivediaiedna
. . 0w Ao o = a o A& a A o
w38 Machine learning lasmuindayafisasvaldauwinuanwiiatudfiyduny Honeypots fiidluntinaanly
dlidszaidfdarivuannaiaduanland Honeypots unuszuuais nasnnuuidaiiudayauazaaniastoys

A o o aw
Wahayinmsadade

LﬁaVL@TqTagamﬁameaﬂaL'?mmwwﬁmfﬁ‘umn Honeypots LLé’ﬂ@Tﬁ'}Lﬁwﬁns:mumsﬂ”@maaLm:ﬁ'@
ﬂ&émﬁaga WathaNUseuanNaLAz LAz TEUIANRENBILLIA09 MC uazHMM uazldinlddseiduanuudndn

PPINIRDILUUINNDS agﬂvlﬁmmmiwﬁ 1 18Rz B8AaI5
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Aa

LLN%QN‘I?I 6 Event Distribution

1456743
553040
329621 329133
257649
141545
e > & S & > o > o Qo
7 & &° NG &° &F 000" & ooe? &
@ Q\Q & O \4@ & & & N &
R X & -8 & & 3 @ i~ @
R & N 2 NS > N & S &
@ & & 2° &8 & & o° &
& o @8 @ & S N & & o
S & N & 9 © & 9
@ s s ¢ &€ & ¢
oo\$ &

3. Highest Number of Attacks

Highest Number of Attacks fia wqanisuﬁ'ﬁ@ﬂﬂﬁuﬂamunﬁmaﬂaﬁuammaﬁuma (Source IP) 7
hanlaudie3asnaniataasuaiang Iﬂmﬁmsmw"mn&juﬂszmﬂﬁﬁoﬁ 1) cowrie.ssh.factory.cowriesshfactory
fdagawwnani ga daitduiouaz 8 lauvd SSHSerice ‘ssh-connection on
HoneyPotSSHTransport,34238,5.188.87.54 furnidus1audann uaz SSHService ‘ssh-connection’ on
HoneyPotSSHTransport,103077,5.188.86.170 fanniiudauiiany %aﬁmsm"l@?mﬂl,wgﬁﬁ 6 ait

a

LLN%Q&I‘?‘] 6 Highest Number of Attacks

l cowrie.ssh.factory.CowrieSSHFactory

[l SSHService 'ssh-connection' on
HoneyPotSSHTransport,34238,5.188.87.54
[ SSHService 'ssh-connection' on
HoneyPotSSHTransport,103077,5.188.86.170
W SSHService 'ssh-connection' on
HoneyPotSSHTransport,27562,5.188.87.51
B SSHService 'ssh-connection' on
HoneyPotSSHTransport,34342,5.188.86.177
I SSHService 'ssh-connection’ on
HoneyPotSSHTransport,2599,5.188.86.177
W SSHService 'ssh-connection' on
HoneyPotSSHTransport,87234,5.188.86.210
W SSHService 'ssh-connection' on
HoneyPotSSHTransport,86810,5.188.86.210
W SSHService 'ssh-connection' on
HoneyPotSSHTransport,6030,5.188.86.177
Hl SSHService 'ssh-connection' on

HoneyPotSSHTransport,19527,5.188.86.177

4.2 TaYANINNIINAFIUVBIULLTIADY

1. WWUINaad Markov Chain Model (MC)

LUUI1889 Markov Chain %é’nmnﬁmwﬁu@]aumsm?ﬂwﬁagamuﬁa ﬁ]:vl,ﬁ"ﬁagaﬁl,flué'nwm: List
283 State 1ULE Session #3881909% RANIINUUAINITAIUIURT Transition Matrix 1N ar1ANUIIzITUIN
MIUAsuvaILEay State ﬁnnﬂzj”aHaﬁmumiﬂ"’mmnml,l,ﬁa ﬁ“ﬁagaﬁ'\mw 1,058,090 LA NAT LAINNAT
° ™ . v o X A a A
UMD Transition Matrix baHAAI% Immmauammugﬂmww 5

A o . . v & o v o o AN o A % ad

viia'le Transition Matrix Lmemmﬂi:mawaLmewaawﬁ'ﬂ"l@uﬂﬂs:LuuﬂawugﬂmadTﬂﬂaﬁ
Lﬂ%ﬂ‘uLﬁEI‘Uﬂ’J’l&JLLﬂ%ﬂﬂi:%iﬂdﬁaHavﬁﬁnﬂ Honeypots ﬁuﬁagamnmﬂ"ﬁl,l,um‘imm Markov Chain Model

A oy o v

(MC) Baazlarnanuuaiugnsosaz 79.29
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& @ a a X & a T o =
TUAawMIIAUTZINTAIN (Data Evaluation) L utaaumydszidnanaunidng1madluudiass d9as
MuNanMalszansniwaesuuudnasd Hidden Markov Model (HMM) uaziuu31889 Markov Chain (MC)
a a a a Y ad o @ a o 4 a o o a
LU unaUUsEARNTAINAN LA I@mﬁmmaga‘n Model ¥inMIWEINIDh mmnunumagamglu State

o'l mnﬂagaﬁwmnstﬁmaﬁ'ﬂiﬂga State L‘valﬂa:l,flumiwmmfﬁﬁgnﬁaa

4. 1LITRHANTIVY

o o o A o
4.1 Faganalivasyduuvzasdayalvnisivn
1. loNnanasaannie (Source IP)
A o A A o Aa o ° o A ~ o
loRuaaaszdunis Aa laNLaaLAIRVEIGUNIINTNIT SSH 1TINYINNT Iz UL F9in1350909
1T wTULo WNRLATHANN Lo NUAALATHAUNII 5 AIAUKINAINH Lo NLaALATH 5.188.86.177 InNga 1man
123,273 A39 @081 baNLOALATR 5.188.86.206 31U 118,415 AT bAWLOALATH 195.22.127.83 31UIU
115,786 A3 LOWLOALATR 5.188.86.208 31UI% 115,101 ATI WA LOWLEALATR 5.188.86.207 3A1UIN 115,071

A9 AUEAY Imﬁswauﬁwmmmugﬁﬁ 5 G99

a

wkw)aifl 5 lofuaniasaduny (Source IP)

5.188.86.164 I 68659

5.188.86.197 I 73189

5.188.86.170 NI 74208

134.19.187.75 I 82898

5.188.86.209 I 86119

5.188.86.207 | 115071

5.188.86.208 | 115101

195.22.127.83 | - 115786

5.188.86.206 | —— 118415

5.188.86.177 |, 123273

2. Event Distribution
Event Distribution fia Yszinnngudayafiutisaadszinnnldnun Honeypots tiv'ld udsiszian
& > o o % @ a a A o A
wgnInidn 9 lasdadmaudsaandhanldnuannige Sunananfigeldmesfige
4 . . P, s
Fyuenleidutlszinn cowrie.direct-tepip.request I5uauanniiga §1uan 1,456,743 a1 danndums
Yosvalte1udseinn cowriedirect-tepip.data LD W8 1@ UGN 91U % 553,040 A4 wazdszian

o

. . . & 4 a ; . o .
cowrie.session.connect §1WI% 329,621 ATY TIRMNITIURLLBLADU € "lmnmmu{]uﬁ 6 adih
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o

) Llﬁx‘lﬁ']Lﬁuﬂﬂ‘i’?Lﬂ‘i’]tﬁLLﬂzﬂ‘itN’JﬂNa‘r.TaHﬁﬂ‘isz] 'cowrie.command.input val,@i”ﬂsmﬂiagmﬁulﬁu

o

ad
(ﬂ’]&JLLN‘H,J;]N‘Y] 4 Q3

She

a AI v . .
WHWBANT 4 ’nagaﬂi:mw cowrie.command.input

9%
11%
21%
M cowrie.command.input/other M cowrie.command.input/delete
cowrie.command.input/write cowrie.command.input/system

Il cowrie.command.input/dir_sudo

mmmugﬁﬁ 4 11961% Lﬁaﬁﬁagan@:uﬂszmw cowrie.command.input #13taTzALNaLenUTIANYR

ﬁu‘vgﬂ a:uﬂuwnﬂszmwadnéwaaﬁagavlﬂ”ﬁn 5 U52LAN Toaziduaadi

[ '
o b o A

1. 'cowrie.command.input/other' fiadnaania Uil Snansznua amahiuasszuudangy ldunfige
fadusasas 56

2. 'cowrie.command.input/delete’ fadasaundaonanszuy dalusosas 21

3. 'cowrie.command.input/write' ﬁaﬁwéﬁuﬁw‘lﬂﬁ Aadusaeas 11

4. 'cowrie.command.input/system’ fiafasnidunsrinauses 0S Aadlufasas 9

5. 'cowrie.command.input/dir_sudo' foddinnszvinlae Super User Aaidusaeas 3

Lﬁaﬁﬁaga 'cowrie.command.input tAlaTzALazUsz1aKaA a:vl@ﬁ”ﬂmnm‘?agmﬁuﬁn 5 U3z1an

i flsznnveinguuasdayafiiinainldnuwaiasnenfiaiaausidnoniau 23 dsamvenduueriays

3.2 PuaannslsEaans (Data Processing)

TUABUMTLTZNIANS (Data Processing) Lflumgumauﬁﬁﬂiaaaﬁmumim%mm]”aﬂau'll,l,a"mnnl’w;sﬂ
wwusiaasmasnunieldinunzaununisise %a;ﬁfﬁbﬂ”mﬁammmimaam 2 Ludnaedfe LUUTIABY
Markov Chain (MC) 4a2 uUU%1aa$ Hidden Markov Model (HMM) lasil s1eaz18aasait

1. wuuI1aeINNIAEN (Markov Chain 38 MC)

Tuduaaunsuszananalaglfuuusiaas Markov Chain ﬂé‘amﬂﬁmmgumaumsm%uwﬁagamuﬁ's
a:vlﬁﬁagaﬁtﬁuﬁ'nwm: List 189 State Tl Session Wa931NUUAINSAIUIBAMA Transition Matrix Lt 811
anwhazndulunsdsuvasudas State mﬂ"ﬁagaﬁmumsﬁ'ﬂmaaLLa:LLﬂan@'umuﬁa

2. wuudnaasnnsnewsanisu (Hidden Markov Model #3a HMM)

duaaunsdszuranaluiosduszdnannsadsuuniiaasuniaan ﬁmﬁaiﬁ“ﬁagaﬁﬂuﬁhumz List
289 State Tuud Session ULFI9zAIUITNA Transition Matrix uaz Emission Matrix 1A awianuvinazidulunis
\Wanuvasuda State T@]ﬂl‘ﬁﬁagammfﬁﬂuﬁummao Observe State Law1 Hidden State fiflnnuvnazdu

a
ll’]ﬂ‘t’lq@

v
3.3 2uAawn13A15z@N5AIN (Data Evaluation)



mMsUssgivInsatialssgnduasinaluladansaunaseaued Usednd w.m.2562 290

W#2ANUAATD LU0 Markov Chain s2uLT oy avasan 1Ly Probabilistic Function LiaLilw
° ' o . A wa ° ¥ ' o @
“‘wupdrnasaninansauiiu’ (Hidden Markov Model #3a HMM) S3qmiautiduasuuudnasiifia lisuiudas
{ a X v
nuanuziiadwlunIzuInIn L6

aouu ayuldduuudiaes Hidden Markov Model tiluluaafildanuinazidumnduwimiianuige

Vo980 UsNITanay (Hidden State) A laTUINTAVEIANUAIFING e (Observe State) AnuLilanI1LAM

'
o

wandusasanuzfidenaguazaniuziganald szdmuadauingananduldld lasdaufidanuiag

L:ﬂuga q@]LLazLﬁaﬂﬁw@Tuﬁ‘mﬂueim”uﬁﬁﬁqm aaamu:ﬁ%auag;ﬁ@vlﬂ

3UA T 4 HMM State

NNFUNINA 4 InRTIEDIUA A TIRAKEYBIA L TTTaeE (Hidden State) FamnTwe
ananmziuanusilimmiviwnodduaaseniuzeng g innnnngudayamatng smuzdiudsndanale

(Observe State) ﬁaamu:maﬁagaﬁﬂwﬁﬂﬂmaauwamsﬁﬂmslamuzﬁﬂvlﬂdwmmzlﬂua:vlfsmnéha 814

'
a

UMW 4 soue 19,3,16,17 WJuaregsvesaausnadn lnagay ImsJﬁgnﬂiLLammiLﬂﬁﬂumﬂamu:w
souat ldianuzNteustau (Transition) nIaamnamusidenat ldidudsfigsinale (Emission) aziiule
' ' § a ' & Y ' o i, . o o ! o o . &

Penuiandufiisfaudazanusduagiuaniuznounth uazanuzfigauaylUsidrulsfiganaldivinu

laghidndudasagluanuzriowningu 9 udu

v
3. WWADWIDNIIANRINNT

3.1 ﬁumaumimgﬂuﬂ'aga (Data Preparation)

mgumaumim'%w*’ﬁaga (Data Preparation) Lﬂumzumauu,iﬂLﬁ'af{i'@m?wﬁa;&aﬁiﬁ%’umlugmwu
Honeypots ﬁﬁm']wmﬂﬂmwaoﬁaga ﬁnman"’@hﬂﬁ’ﬁagammTﬂ'ﬁmum‘%'aaﬂauﬁ’;maiMﬂmﬁﬂmﬂ’ﬁ’lu
ML I@ﬂﬁ”ﬂgumaumsm?awﬂagaﬁoﬁ

1. ﬂ”mmﬂ“ﬁagaﬁﬁmﬁawamu HTTP (Hypertext Transfer Protocol) #na1a&19.t% TCP data Lag
TCP request 0an tHasanmy3spidumaiiassimadldnunissnouianesuatng GsazRasaniams
miiesvadlugiuuy SSH (Secure Shell) LT

2. a”@mg'waﬁagamuﬂs:m'ﬂmaaﬂ]”agamuLﬁwuﬁiﬁawul,ﬂ%iaoﬂaul,ﬁama‘?u&iﬂwvl fanua 18
Uszinn MeaziBuadsit

‘cowrie.client.size', 'cowrie.client.var', 'cowrie.client.version', 'cowrie.command.failed’,
‘cowrie.command.input’, 'cowrie.command.success', 'cowrie.direct-tcpip.data’, 'cowrie.direct-tcpip.request’,
‘cowrie.log.closed’, 'cowrie.log.open’, 'cowrie.login.failed', 'cowrie.login.success', 'cowrie.session.closed',
‘cowrie.session.connect’, 'cowrie.session.file_download', ‘cowrie.session.file_upload', 'cowrie.session.input’,

‘cowrie.client.fingerprint'

Lﬁaa”@ﬂ@;uﬂizl,nmaﬁayaﬁ Y113 SSH WnunlFuiasasle 15 Usznnua W‘]J'j’l“lTElHﬂﬂi:Ln‘Yl

‘cowrie.command.input 1319197l dunndnanlgvhemenasas lslunsidranldnueiesneuiaiae ful



mMsUssgivInsatialssgnduasinaluladansaunaseauyd Usednd w.m.2562 289

3Un Wil 3 Markov Chain (MC)

mnﬁmsmwmngﬂmwﬁ 3 Lﬂ%ﬁ'ﬂaﬂ’]ﬂmu‘-ﬁ’]ﬂad Markov Chain maaamu:mn%miﬁmuﬁﬁ 3

§ 0 17% 2@ 8 cowre.session.connect, cowrie.client.version, cowrie.login.success, cowrie.session.closed,
cowrie.login.failed, cowrie.client.size IﬂﬂﬁaLamﬁagiuLﬁuﬂauaﬂﬁammmﬁmﬂﬂumsmﬁlmuamm lag
fnualudazaousduaail

State 19: cowrie.session.connect

State 3: cowrie.client.version

State 17: cowrie.login.success

State 18: cowrie.session.closed

State 16: cowrie.login.failed

State 1: cowrie.client.size

fnuadanuiandurasnsiiouanule Gaunudae Matrix A

0.0 092 01 0.7 00 0.07
00 00 035 05 015 0.0
00 00 00 087 00 0.13
00 00 00 00 00 0.0
00 00 00 00 00 0.0
0.0 00 00 00 0.0 0.0-

al v v q 9 A . ~ @ & o o & '
guud A rauem Il Fulunits Session Jxaurnslzaududiay FaninazaamIsiauneg

A={ay}=

Wunaniuzdn 4 aonuztaninazduagnels asRansmaa uemslsanuedu “S19-S3-S17-S18” Jawnintns
A ° Yo o @ { . & [y { A o
ﬂmﬁ]:mwu@iwmmwagamsrﬂﬁyuamuzmmﬁmumsJ 0 lasfl O = {S19, S3, S17, S18 } TIATINLADUE
Nt=1,2 3 43lddmuiasdunaoiuzazndullain 0 fa

P(O|Model) =P[S;g, S5, Si7, Syg [IModel]
= P[S3].P[S;]| S1g]-P[S+7] Sal.P[S1sl Si7]
= 1.(0.92)(0.35)(0.87)
= 2.801x10™

° 3 1 .
2.4 LUUIIRDINTI AN TDWLTH (Hidden Markov Model VED) HMM)
a ° . a & { ° v °
PINWNINTWILU VIR Markov Chain ﬁ]zLﬂ@]‘U%ﬁﬂﬂﬂ’]iLﬂgﬂuLLﬂﬂdﬁﬂ’]%: 'YI’II‘HLLIJIH]’IE]QG Markov

Chain 8 nalunainluly asandasnumgminideldieudsazvhwsaniuzdaluled asiuninin
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mﬂﬁs:uumuﬁamas‘ﬁwj’lmliﬁagaﬁﬁaQ%aanmn@hmmsxuuaauﬁamas{ﬁﬁum6] a39fl
Machine learning azfifayaldudaya (Data) LLazﬁLm@Tvgm“ﬁﬂﬂLﬁav‘hmmamﬂm maaﬁaﬂaﬁé’uwmﬁﬂﬂ
ﬂszmawmzmm@ﬁgmaaﬂmlﬂumuﬁﬁ'] Machine learning utisaanidu 3 dszinn et

1. Supervised Leaming szuunaniaaasisouilanfivoyainaau lanldsunsuduundayalalanain
Training Data Lﬁalﬁﬁauimﬂ?aﬁﬁ']muaanm

2. Unsupervised Learning s:uuaauﬁ’;mas‘ﬁ]:lﬁwj”lﬁﬁaﬂﬁal,m IﬂU%ﬁﬂ"ﬂ’agaﬁﬁayjmmmé‘uw”uf

BURLDI
U

3. Reinforcement learning szumawﬁama‘i‘%‘ﬂuﬁmmmmn@ﬁaﬂmUﬁw"ﬁa;&mﬂﬁwmwmiﬁwmm

2.2 3UuUVTDYAULY Honeypots

Tagumsinuuuiaietnoaeuiaiaesininenainnans yUuuy fadlansldesunaiodne
sumnefilaufiionanniu sanaliiinsdiiiuginisude 9 duaietnsdunesidaunizuni e199zdixg
TWiAadizeslng wiafnanudssdansldom sudsszuuaiensls nenanitarsszdsnaliiinnslasnssy

v

Toyad1d 9 AAALIAT LTH NIUDUANIUTBYA Walulggmiunadsslomizasanes niadoasdniu 9
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Abstract

The development of the internet network nowadays has expanded to offer wider coverage. The service
fee of the internet network also becomes cheaper, providing easier and more readily network access. This leads
to more server attacks via the internet network. Applying machine leamning technology to detect anomaly
behaviors in accessing servers could prevent such attacks by malicious hackers from undesirable or threatening
outcomes.

This study aims to detect anomaly behaviors toward servers using Markov model and Hidden Markov
model. The study process includes: 1) Data Preparation for data classification and clustering 2) Data Processing
using Markov model and Hidden Markov model 3) Data Evaluation to evaluate the effectiveness of the models.

This study found that the detection accuracy using Markov model and Hidden Markov model is 79.29
percent and 90.40 percent, respectively. Therefore, we conclude that the most accurate method to detect

anomaly behaviors toward server access is the Hidden Markov model.



